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ABSTRACT

Continueddevice scalingis resultingin smallerdevices that are increasinglyvulnerableto errors
from varioussourcese.g.,wearout andhigh enegy particlestrikes. As this reliability threatgrows,
future shippedhardwarewill likely fail dueto in-the- eld hardwarefaults. A comprehense relia-
bility solutionshoulddetectthe fault, diagnosethe sourceof it, andrecover the correctexecution.
Traditionalredundang-basedeliability solutionsthathandlethesefaultsaretoo expensve for main-
streamcomputing.A promisingapproachs usingsoftware-lerel symptomdo detecthardwarefaults.
Speci cally, the SWAT project[11] hasproposed setof always-onmonitorsthatperformsuchdetec-
tionsatvery low cost.In therareeventof a fault,a moreexpensve diagnosismechanisnis invoked
alongsidea checkpoint/replaypasedrecovery procedure.

Previous studies however, werein the context of single-threadedpplicationson uniprocessors,
andtheir applicability in multicore systemss unclear This thesisprovidesdetectionand diagnosis
mechanismdor hardware faultsin multicore systemsrunning multithreadedapplications. For de-
tection,we augmentedhe SWAT symptomswith multicore counterparts.Theseresultedin a high
coverageof 98.8%for permanentaults,with alow 0.8%silentdatacorruption(SDC)rate. We also
shav thatthesesymptomsareeffective for transienfaults. Theseresultsdemonstratéheapplicability
of symptom-basedetectiorfor faultsin multicoresystemgsunningmultithreadedvorkloads.

Permanentaultsrequirea diagnosisnechanismunlike transienffaults. In multicoresystemsa
faultin a coremay escapdo a fault-freecore,andthe latter may resultin a symptom. This makes
permanenfault diagnosisa challenge. We proposea novel mechanisnthat identi es the faulty
core,with nearzeroperformanceverheadn the fault-freecase.Our diagnosianechanisnreplays
the executionfrom eachcore on two other coresand compareghe executions. A mismatchin the
executionsresultsin identi cation of the faulty core. Our resultsshav thatthe proposeddiagnosis

techniquesuccessfullydiagnose95.6%o0f the detectedaults. We alsoshav that96%of thosecases



werediagnosedvithin 1 million cycles.We achieze sucha high coveragewith low areaoverheadof
2KB percore,andwith minimal changedo the processodesign.Oncethe faulty coreis identi ed,

we rely on previouswork to diagnosahe faulty microarchitecturalinit.
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CHAPTER 1

INTRODUCTION

Drivenby Moore's Law, continuousdevice scalinghasprovided ever increasingsystemintegration.
However, the decreasén device sizealsomalkesfuture hardware susceptibldo faultsdueto various
phenomenauchashigh enegy particle strikes, aging or wearout, designdefects,infant mortality
dueto insufcient burn-in,andsoon [4]. As aresult,in-the- eld hardwarereliability is a growing
concern. Sincethis reliability threatis projectedto affect the broadcomputingmarket, traditional
solutionsinvolving excessie redundang aretoo expensve in area,power, andperformancg?2, 25,
35]. In arecentworkshop,anindustry panelcornvergedon 10% areaoverheadtarget to handleall
possiblesourcesf erroron chip[28].

Two high-level obserations,madeby [11], drive ourwork. (1) Thehardwarereliability solution
shouldhandleonly thosefaultsthat propagateo higherlevels of the systemandaffect the software
execution. (2) Despitethe growing reliability threat,fault-freeoperationremainsthe commoncase.
Hence,we mustoptimize for the fault-free commoncaseand keepthe costof the fault detection
mechanismow.

Theseobsenationsmotivate a fault detectionmechanismthat watchesfor anomalousoftware
behaior usingzeroto low-costhardware and software monitors. With this approachthe fault de-
tectionmechanismis largely oblivious to the underlyingfault mechanism.Suchan approachreats
hardware faultsanalogougo software bugs, potentiallyleveragingsolutionsfor softwarereliability
to furtheramortizeoverhead A largebodyof prior researctnasexploredvariousformsof symptom-
baseddetection.Most of this work hasfocusedon transienfault detection7, 8, 17,19, 22, 37, 39,
whichrequiresno additionalprovisionfor diagnosis Otherstudiesxplorepermanentaultdetection,

without exploring diagnosiq15].



Unlike transienfaults,permanentaultsrequirea diagnosisnechanismaA reliablesystenshould
be ableto diagnosethe sourceof the failure, repair/recon gurethe faulty unit, andrecover from it.
Therefore,the diagnosismodule shouldidentify the sourceof the failure by identifying the faulty
hardwarecomponen{at corelevel or at microarchitecturdevel).

To thebestof ourknowledge the SWAT (SoftWareAnomaly Treatment)project[10, 11, 26] pro-
videsthe mostcomprehense explorationof the above approacho date,incorporatingmethodsor
detectionandhigh-level diagnosisof both permanenandtransientfaults. This work hasshavn that
a smallsetof simpleandhigh-level detectordChapter2) canprovide very high detectioncoverage
at nggligible cost[11, 26]. It hasalsoshavn a synegistic diagnosisalgorithmto isolatethe caseof
permanentaultsanddeterminenhich microarchitecture-igel components faulty [10].

A currentlimitation of SWAT, andall of theabove citedwork, is thatit assumea single-threaded
applicationrunningon asinglecore.However, for theforeseeabléuture, it is expectedhatmulticore
hardware and parallel software will be more prevalent. For techniquessuchas SWAT to have a
practicalimpact,they mustbe demonstratetb work on applicationgunningon multicoresystems.

A key challengeis thata faultin a coremay escapdo a fault-freecore (we call suchan event
ascross-coe fault propagation), andthe latter may resultin a symptomthat detectsthe fault. This
makes diagnosishard, as one can no longer assumehat the symptom-causingoreis faulty (this
assumptioris valid for single-coreexecutionsandis correctlyexploitedby SWAT). Furthermorein a
multicoreernvironmentwherethefaultis detectedthereis no known goodcore. The existing SWAT
systenreliesonisolatingsucha coreandon performingdeterministiaeplayfor diagnosinghefault
at microarchitecture-leel granularity This isolation of the fault-free core, from all the available
coresjs anothetkey challengehatthe multicorediagnosisalgorithmwould have to address.

This thesisinvestigateghe useof the SWAT approacho detecthardware faultsand proposesa
novel approacho diagnosgpermanentaultsin multicore hardware running multithreadedapplica-

tions. In particular we make the following contritutions.

Detection: We extendtheexisting SWAT detectorgor multicoreprocessorsandevaluatetheir
effectivenesgo detecthardvwarefaultswith multithreadedapplicationgunningon a multi-core
processomwith a real operatingsystem. The focus of our work is on permanentaults, but

we alsoshaw that this approachs effective for transientfaults. The augmentedSWAT de-



tectorsprovide a high fault detectioncoverageof 98.8%,with a low Silent Data Corruption
(SDC) rate of 0.84%,for permanenfaults. The samedetectorsalso provide high coverage
for transientfaults,with low SDC rateof 0.5%. Theseresultsshav thatdetectinganomalous
softwarebehaior assymptomsf underlyinghardwarefaultsalsoworksin multicoreerviron-

ments.Further 12.3%o0f theinjectedpermanentaultscausesymptomsrom fault-freecores,
con rming thatthe cross-cordault propagations prominentin multicoresystemsTherefore,
the diagnosismechanisnfor a multicore systemshouldbe ableto diagnoseaultsthat cause

symptomson fault-freecores.

Diagnosis: We proposea novel algorithm that distinguishesbetweenvariousfault sources
(transientssoftware bugs, permanenhardware bugs) whena fault is detectedn a multicore
system.Mostimportantly for permanenhardwarefaults,the algorithmsuccessfullydenti es
thefaulty core. Thealgorithmdeterministicallyeplaysthefaultactivatingexecutionfrom each
coreon two othercores.Thealgorithmusesa checkpointanda buffer of theload valuesfrom
eachcoreto performdeterministicrollback andreplayof executionon eachcore. It emplo/s
a voting mechanisnto comparethe three executionsduring replay Hence,a mismatchin
the replay would resultin a diagnosisdecision,identifying a faulty core. Out of the 7; 565
detectepermanentaultsthatweresubjectto diagnosisthis algorithmsuccessfullydiagnosed
95.6%o0f thefaults.In particular all thefaultsthatresultedn symptomsn fault-freecoresare
successfullydiagnosedy the diagnosisalgorithm. Additionally, our resultsshav that96% of
the diagnosedtaseshave diagnosidateng within 1 million cycles(equialentto 1msin a1l
GHz processor).We minimize the arearequiremenbf our techniqueto mere2KB per core,

with minimal changego the processodesign.

To the bestof our knowledge, this is the rst work that provides a comprehense solutionto
low-costdetectioranddiagnosisof hardwarefaultsin multithreadedvorkloadsrunningon multicore
systemswithout relying on expensve, always-onredundang This work usesredundang only for
diagnosiswhich is ararecase.Fault-freeoperation which remainsthe commoncase continueso

seenearzerooverhead.



CHAPTER 2

RELATED WORK AND
BACKGROUND

Reliablesystemdesignhasbeena prominentareaof researchin computerarchitecture.Thereis a
large body literatureavailable on designingreliable architecturesHP NonStop[2] andIBM S/390
G5[35] areknown to provide highreliability throughredundanhardware. Austin propose®IVA [1]
which checksevery retiring instructionfor errorsusingan ef cient checler processor Anotherap-
proachusestime redundang for transientfault toleranceby replicatingthe programexecution[25].
Theseapproachesre expensve in termsof area,power and performance.Therehasbeena lot of
work on partialredundanthreadingarchitectures[9, 27, 31, 33, 36]. Most of theseapproachestill
have high performanceenaltyfor the coveragethey provide.

Therehave beenapproachethat performperiodicon-line testingof the structuresn the micro-
processof6, 30]. If aunitis foundto befaulty, it will berepaired/recon gureéndexecutionwill
continueafterrolling backto a pristinecheckpoint.Theseapproachebave performanceverheadn
thefault-freeexecution,whichis undesirable.

The abore mentionedapproachefiave performanceoverheadin the fault-freecommoncases,
increasewearout, andincreasepower consumption On the otherhand,the symptombasedfault
detectionanddiagnosiamechanism$iave almostzerooverheadn the fault-freeexecutionandthey
do notincreasavearout (no additionalcomputationis required).As mentionedn Chapterl, recent
researcthasfocusedon symptom-basethult detectionrmechanismsTo the bestof our knowledge,
the SWAT project provides the most comprehense reliability solution basedon symptom-based
detectiortechniques$or permanentaults. Sinceourworkis basednthe SWAT approachye provide

adetailedsummarythe SWAT project.



2.1 SWAT: SoftWare Anomaly Treatment

The SWAT projectinvestigateshow future hardware canbe protectedrom in-the- eld failureswith
verylittle overheadn areapower, andperformanceAs mentionedn Chapterl, thekey obserations
thatdrive the designof the SWAT systemare (1) hardwarefaultsneedto be handledoy thereliability
solutiononly if they manifestandappearassoftwarebugs,and(2) thefault-freeoperatiorremainghe
the commoncase.Basedon thesetwo obserations,SWAT useslow overheaddetectorof software
anomaliedor detectinchardwarefaults. Sincethediagnosiss rarelyinvoked, relatively high-costfor

diagnosids acceptable.

2.1.1 Detection

SWAT detectshardware faults by emplg/ing very low-costhardware monitorsthat detectanoma-
lous softwarebehaior. Li etal. rst proposedhe following simpledetectorghatrequirevery little

hardwaresupportandno softwaresupporf11]

1. Fatal-Traps Trapssuchasdivision by zeroandmisalignedmemoryaccesgin SFARC) arenot
thrown in normalexecutionandareindicatorsof anomalousoftwarebehaior. Theseareused
as zero-costdetectors- thesetrapstransfercontrol to the SWAT rmw arethat theninvokes

diagnosis.

2. Hangs Applicationandsystemhangsare symptomsof anomalousoftwarebehaior. SWAT
identi es themusinga simple hardware hangdetectorthat monitorsthe frequeng of branch

instructions.

3. High-OS OperatingSystemsaredesignedo incur aslittle performanceverheadntheappli-
cationaspossible Thus,abnormallyhighamountof time (morethan10,000instructionsspent
contiguouslyin the OS, exceptfor systemcallsandinterrupts,is considerecananomaly This
detectorconsidersexcessie amountsof contiguousOS activity (> 50k contiguousprivileged
instructions)asa symptomof afault. Existingperformanceounterscantrivially identify such

scenarios.



Oncea symptomis detectedgcontrolis transferredo the rmw are,which initiatesthe diagnosis
procedurelf thediagnosigprocedurdsection?.1.2)determineshatthe symptonwasnotcausediue
to a hardwarefault, the symptomis deemeda falsepositive of the hardwarefault. Fatal-trapsarenot
proneto falsepositves,whereas,hangsandhigh-OSareproneto falsepositves, asthey arebased
on heuristics. On identifying a symptomas false positive, the diagnosisproceduremay adjustthe
thresholdf thesedetectorsin generalthereis atrade-of betweerhow aggressie thesesymptom
detectorsangetandtherateof falsepositives.

Sahocetal. laterdevelopeddetectorshatminedlik ely invariantsfrom theapplicationandinserted
applicationcodeto monitorthe violation of theseinvariantsassymptomsof a hardfault[26]. This
detectorfurther reducedthe Silent Data Corruption(SDC) rate,improving the coverageof SWAT.
In addition, theseinvariantsincur low performanceoverheadsn fault-free execution(5% on x86
machines)renderinghemeffective monitorsfor faults.

We found thatthe hardware-onlydetectordrom [11] with modestextensionsworked very well
for our experiments.We do not explore Sahooet al.'s detectorshere,sincethey requireapplication
binarymodi cations. Extendingsuchdetectorgo multithreadedapplicationss a promisingareafor

futurework.

2.1.2 Diagnosis

Sincesoftwarebugs,transienfaults,andpermanentaultsmayall resultin software-lezel symptoms,
thediagnosisnoduleof SWAT shoulddistinguishthe sourceof thefault. However, diagnosiss rarely
invoked; it canincur higheroverheads.SWAT assumes single threadedapplicationrunningon a
singlecore,but assumeshe availability of anotherfault-freecoreto helpwith diagnosis.

TheSWAT diagnosisalgorithm(Figure2.1)reliesonrepeatedollbacks/replaysnthefaulty core
(wherethe symptomis invoked) andanothercore (assumedo be fault-free)to distinguishbetween
the above threetypesof faults. The algorithmworks asfollows. (1) The executionis replayedon
the samecore andif the symptomdoesnot recur a transientfault is diagnosedand the execution
continues(2) If the symptomrecurs thenafault-freecore executeghe sametrace. If the symptom
occursin thefault-freecore,thenthefaultis diagnosedsa softwarebug. (3) If no symptomoccurs

in thefault-freecore,a permanentaultis diagnosean the original core.
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Figure 2.1 SWAT diagnosisalgorithm.

Onceapermanentaultis identi ed in acore,Trace-Based#rault Diagnosig TBFD) is invoked to
diagnosethe permanenfault at the microarchitecture-lel granularity A successfulne-grained
diagnosiswould repair (or recon gure) only the faulty unit, without renderingthe core useless.
TBFD employs a synthesizedual-ModularRedundang (DMR) approacho compareandanalyze
the instructiontracesfrom the faulty and fault-free core to pinpoint the faulty microarchitectural
unit. TBFD relieson cluesfrom the divergencesin thesetracesas manifestationof faultsin the
microarchitecture-iel structuresised.Usingtheseclues, TBFD identi es thefaulty microarchitecture-
level unit. It hasbeenempirically shavn that TBFD successfullydiagnose98% of the detected
faults[10], makingit a highly effective diagnosismethod.

As discussedwe cannotdirectly apply SWAT's diagnosismechanisn(TBFD) for a multicore
executionbecaus¢he symptominvoking coremay not be the faulty coreandwe do notknow which
coreis fault-free. This thesispresentsa novel techniqueto identify the faulty corein a multicore
system.Oncethefaulty coreis identi ed, SWAT's diagnosig TBFD) canbe appliedto identify the
faulty microarchitecuralinit. We alsoprovide the algorithmto distinguishbetweentransientfaults,

softwarebugsandpermanentaultsin multicoresystems.



2.2 Checkpointing Mechanism

Sinceourtechniqueequiresolling backandreplayingtheexecution,we needacheckpointingnech-
anism. Several techniqueshave beenproposedor checkpointingfor the purposeof recaosery from
hardwarefaults,suchasSafetyNe{34] andReMve [21]. We areusingaschemesimilarto SafetyNet

to checkpointhe memorystate.

2.3 Deterministic Replay

Asdiscussedhterin Chapte#, ourdiagnosisalgorithmrequiregheability to deterministicallyreplay
eachcores executionin isolation from the other cores. There hasbeenprior work on replaying
multithreadedvorkloadsin thecontext of softwarebug detectionsuchasBugNet[18] andFDR[40].
In particular BugNetdeterministicallyreplaysthe programexecutionto nd applicationlevel bugs.
BugNetrecordsthe load memoryaccesse$o deterministicallyrelay the execution. It optimized
the datarecordingmechanismby logging only the rst loadsto a location, reducingthe log size
signi cantly.

We leveragethe idea of logging the load valuesto facilitate deterministicreplay as proposed
in BugNet. Thereare, neverthelesssigni cant differencesin our work. Speci cally, we replay
eachcore’s executionin parallelwith othercores,someof thesecoresmay be runningthe same
“trace”. This makesthevaluesfrom memoryuntrustable Thereforewe cannotusethe optimization
in BugNetof loggingjustthe rst loadsto alocation;we needto log all loads.However, loadvalues
shav frequentvaluelocality (shavn in [41]). Hence,we canusethedictionary-based@ompression

techniquéor storingtheloadvalues similarto the onethatis usedin BugNet.



CHAPTER 3

MULTICORE FAULT DETECTION

In orderto detectfaultsin multicore systemswe rst usethe SWAT hardware-onlysymptomde-
tectors,namely Fatal-Traps,Hangsand High-OS. Theseare describedn Chapter2.1.1 From our

experimentsye foundtwo additionalsymptomdo bevaluable— PanicandNo Forward Progress

1. Panic: Whenan operatingsystemdetectsthatit is in aninvalid state,a panicis initiated in
orderto minimize potentialdamagdo the userdataandto facilitatedehugging. Systementers
aninvalid statedueto fatal operationssuchasa readto aninvalid or non-permittednemory
addresgrom OS. Theequvalentin Microsoft Windows OSis the“Blue screerof Death”and
in Unix is “kernel panic”. In mostmodernoperatingsystemsthis is a centralizedroutine,
whoselocationis commonlydisclosedfor the purposeof reportingbugsin the kernel. Thus,
identifying this symptomrequiresminimal supportfrom the OS, which alreadyexists. The
faultsthataredetectedy Paniccanalsobedetectedy High-OSand/orHangs but, with much

higherdetectionatencies.

2. No-Forward-Progress In multithreadedvorkloads,a fault may resultin the lack of forward
progressn the application,asthe threadsnay wait on eachotherinde nitely. In this period,
noneof the coresretire application-lgel instructions.We thusdetectNo-Forward-Progress
the applicationby monitoringfor excessiely contiguousOS actiity on eachcore. High-OS
from SWAT, wasmonitoringanomalou®peratingsystemactiity on eachcoreindependently
whereasNo-Forward-Progresmonitorsthe OSactvity in all thecoressimultaneouslyThere-
fore, No-Forward-Progresss capableof detectingfaultsthat causdive-lockin the operating

system.



With the addition of thesetwo symptomsto SWAT, we shav that the SWAT approachcan be
effective for multicoresystems.

Sincethe abore symptomsgave exceptionallyhigh coverage we did not pursueresearchn de-
velopingnew symptoms.The likely programinvariants[26] canalsobe appliedasa detector This
detectorcanimprove detectionlatenciesandreducesilentdatacorruptions.We leave this for future

work.
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CHAPTER 4

MULTICORE FAULT DIAGNOSIS

Sincewe detectfaults by watchingfor symptomsof anomaloussoftware behaior, ary underlying
faultcanmanifestasa symptom.Thediagnosigproceduranust rst determinevhetherthesymptom
was causeddueto a software bug, a transienthardware fault, or a permanentault — eachcateyory
requiresadifferentsubsequerdction.

In particular for a permanenfault, the diagnosigproceduremustdeterminewnhich coreis faulty
andpossibly which componenin the coreis faulty. Dependingon the available options,the faulty
componentanberecon gured.In thiswork, we only consideffaultsin thecore.We assumeasingle
corefault model;i.e., at mostonecoreis faulty. Sincethe SWAT symptommay have beendetected
on afault-freecoredueto fault propagatioracrosscores(eitherthroughthe applicationor the OS),
our diagnosissolutionmust rst determinewhich coreis faulty. Oncethefaulty coreis detectedthe
diagnosisproceduremustthendeterminewhich componentvithin the coreis faulty, dependingon
thegranularityof the eld-recon gurable unit.

Thekey insightbehindSWAT's diagnosisof single-threadegrogramsunningon a singlecore,
Trace BasedFault Diagnosis(TBFD) [10], is that the executionthat generatedhe symptomcan
be usedasa testtraceto repeatedlyactvate ary faultspresento incrementallyperformdiagnosis.
TBFD repeatedlyreplaysthis executionon both the faulty core and a good core. Dependingon
whethera symptomrecurson eithercore,thefault canbe diagnosedsa softwarebug or a hardware
permanenbr transientfault. For permanentaults, SWAT inexpensvely synthesize®MR between
thetwo (faulty andgood)cores— a carefulcomparisorof the executiontraceson thetwo coresusing
the TBFD algorithmdeterminesvhich microarchitecturatomponents faulty (seesection2.1.2for

moredetails). Note that TBFD assumeshatthe faulty coreis identi ed anda knowvn goodcoreis

11



available.

A naiwe extensionof SWAT's diagnosisalgorithmfor a multithreadedexecutionrunningon N
coreswould usethis N -core executionas the testtrace. For identifying the faulty core, it would
rollbackthis executionandreplayit on asetof N goodcores.Thus,a nave algorithmmustassume
thatN known goodcoresareavailable,makingit too expensie.

A simpleoptimizationcanuseonesparecore,thatis knowvn to begood,(atotalof N + 1 cores}o
doN replaysof the multithreadedapplicationwith differentsubset®f N coresto identify thefaulty
core.Thedeterministiaeplayof the multithreadedapplicationcanbe doneusingtechniquesuchas
BugNet[18] andFlight DataRecordef40]. Thisis notascalablesolution,however, becausd could
take upto N replaysto identify thefaulty core,furtherit alsorequiresa known goodsparecorejust
for this purpose.

We proposean algorithmthatcandiagnosea faulty corein a systemof N coreswhereN 3,
with a maximumof 5 (3 + mod(n; 3)) replays. We also eliminatethe requiremenbf a sparecore.
Thus,our algorithmis scalablelt doesnotrequiresparedor diagnosisandeliminatessinglepoint of

failure (theknowvn goodsparegoodin the nawve algorithm).

4.1 DiagnosisAlgorithm

Oncea symptomis detectedall the coresarerolled backto the previous checkpointsandthe di-
agnosisalgorithmis run to identify the faulty core. We assumehe availability of checkpoint/replay
mechanisnin our system.Our algorithm(Figure 4.1) performsfault diagnosisn threephasesde-

scribedasfollows:

1. Replay phase All thethreadsare rst replayedrom therolled-backcheckpoint.If no symp-
tomoccursduringreplay we diagnoseghefaultasatransienhardwarefaultor anon-deterministic
softwarebug andcontinueexecution.If a symptomoccursthenit is causeditherby a perma-

nentfaultor a softwarebug. In this casewe move on to the next phaseof diagnosis.

2. Logging phase The executionis restoredto the previous checkpointandthe multithreaded
workloadis replayedagain. This time, eachcore collectsthe value and addresof eachof

its retiring load instructionsin percore Load-LogBuffer (LLB). Theselogs arethenusedto

12



Figure 4.1 The diagnosisdecisiontr ee

deterministicallyreplaythe executionof eachcorein isolationin the next phase.

3. TMR phase In this phasethe executionfrom eachcoreis run on theedifferentcores. The
threeexecutionsarecomparedhrougha voting mechanismEgffectively, we synthesizeriple-
Modular Redundang (TMR) for this phase.This phaseperformsTMR executionfor eachof

N cores,in thefollowing way:
Thegivencores stateis restoredo the previouscheckpoint.

The samecheckpointandthe cores LLB from Logging phaseareloadedon two other

cores.

The threecoresdeterministicallyreplay the executionof the given core by usingload

valuesfrom the LLB buffer.

Theexecutionof thethreecoresis comparedandadivergentcoreis declaredo befaulty.

If thereis nodivergencen ary of theN cores'TMR executionsthenasoftwarebugis assumed

andcontrolis returnedio the appropriatesoftwarelayer.

This phasecanberunin parallelfor N /3 coresatatime.
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Figure 4.2 Diagnosismechanism

Figure4.2shavs anexampleof thedescribedliagnosisnechanismHere,asymptomis detected
in coreD, marked gray After detection,all the coresarerolled backfor the Replayphase In this
casethesymptomis detectedagainin coreD andthattriggerstheLogging phase In Loggingphase,
all the coresrecordtheir load valuesand addressef their respeciie LLBs (e.g.,in L o for core
A, in Figure4.2). Again, the symptomis detectedn the Logging phasewhich triggersthe TMR
phase The checkpointandLLB of coreA (Ca andL ») areloadedon coresA, B, andC for TMR
execution. Thesethreecoresstartexecutionfrom the checkpointreadingload valuesfrom LLB for
a x ednumberof instructions.The threeexecutionstracesarecomparedor diagnosis.In this case,
thereis no divergence,indicatingthatcoreA is notfaulty Similarly, the executionsfor eachof the
coresB, C andD arechecled. In thelaststepof the TMR phaseadivergenceis seenandcoreD is
identi ed asthefaulty core.

In the following text, we usethe term stepto referto onereply. For example,one TMR phase
consistof 4 TMR stepqfrom Figure4.2).

Thekey insightsbehindour techniqueareasfollows:
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We reduceour problemfrom thatof usingatesttraceof anN coreexecutionto thatof usinga
testtraceon a singleisolatedcore. We do this by usinganinsightfrom BugNet[18] —a single
cores executionfrom a multicoretracecanbe replayedin isolationby logging all the values

readby theloadsin thetrace.

If we assumeéhat at mosta single coreis faulty, thenwe candeterminethe faulty core by
synthesizingTMR on our system.We run the isolatedsingle-coretracewith the loggedload
valueson every subsebf threecores.Any divergenceof the outcomewithin a subseindicates

afaulty core.

Oncethefaulty coreis detectedwe canapply SWAT's TBFD betweerthe faulty andanother

goodcore,to getdiagnosisat the granularityof microarchitecture-ieel.

Thefollowing sectiongdescribehe Loggingandthe TMR phasesn moredetail.

4.2 Logging Phase

If the Replayphaseinvokes a symptom,the Logging phaseis performedto createlogs to enable
isolateddeterministicreplay for eachcore. The memoryaddressand memoryvaluesof the load
instructionsrom eachcoreareloggedinto a percorestructurecalledthe Load-LogBuffer (LLB).
Theselogged< address@lue> pairsin the LLB are sufcient to replay the executionof that
corein isolationfrom othercores. (Although storingonly the load valuesin LLB is sufcient for
the replay logging the addresshelpsus in identifying faultsin the address. This is explainedin
moredetailin Sectiond.3.) Sincethe sharingbetweerthreadsn a shared-memorynachinehappens
throughmemory loggingtheloadsfrom eachthreads sufcient for deterministiandisolatedreplay
This logging continuesuntil eithera symptomis detectedor the samenumberof instructions
are committedasin the Replay phase(a symptommay not be thrown in the logging stepasthe
microarchitecturaktateis not checkpointedleadingto differencesn fault actvations). Ideally, we
would wantto log all the load instructions(in LLB) thatleadto a symptom. Sincethe numberof
instructionghatleadto symptomcanbe large, therearepracticallimitationson the sizeof LLB. We
discussa way to handlethis issuein the Section4.4.1,whereasjn Section4.3 we assumehatthe

LLB is unbounded.
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4.3 TMR Phase

The TMR phaseis the core of the diagnosisalgorithmto identify permanentardware faults and
software bugs. As previously discussedreplayin TMR modeis requiredin a multicore systemin
orderto identify thefaulty core.

Sinceit is known thatthe executionfrom Logging phasehasactivatedthe fault, the fundamental
ideathatis exploitedthroughouthis phasaes to replaytheexecutionof acorefrom the Loggingphase
in thesamecore. For example,the executionof coreA in the Logging phase shouldbe replayedon

coreA alongwith two othercoresduring TMR phase.

4.3.1 Ensuring Deterministic Replay

After the Loggingphasderminatesthe coresarerolled backto their pristinecheckpointgprocessaqr
and TLB staté). Theloggedvaluesin the LLB thenfacilitate deterministic,isolated,and mostly
parallelreplayfor eachcoreof the multicoresystem.To ensuradeterministiaeplay thevaluesof the
retiringloadinstructionshouldmatchtherecordedoadvaluesfrom LLB. Feedinghevaluefrom the

LLB totheloadinstructionscanbedoneat severalstagef thepipeline.We outlinetwo approaches:

Theexecutionof theloadinstructionds unaltered Theloadinstructiongeadfrom thememory
duringexecutestage andif thedestinatiorregistervaluesmatchthevaluesfrom theLLB then
the executioncontinueswithoutinterruption(in this approachthe LLB recordsthedestination
register valuesduring Logging phase). The valuesfrom LLB may not matchthe valuesof
destinatiorregistersof theretiringloadinstruction,because¢he executionfrom othercoremay
have written to the sameaddress.In this case the destinationregistersare patchedwith the
valuesfrom LLB andthe pipelineis squashedio ensurethat the subsequeninstructionsthat
usetheseregistersassourcewill getthecorrectvalue. In this approacthe designof the LLB
remainssimplesincethe LLB canbeimplementedasa queue. Therearetwo disadwantages
to this approach:(1) The diagnosidateny possiblyincreasesf thereis repeatedsquashing.
(2) Diagnosabilitymay alsobelost becausdaultsin the microarchitecturareclearedon each

ush.

TLB missesarefrequentin faulty executiong39], andwe have alsoobseredthatsigni cant numberof detectionsare
initiatedby TLB missesHence to replaythe executionof a TLB misswe checkpoinfTLB state.
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ThelLLB storeshe memoryvaluesreadby theloadinstructionsduringthe Loggingphaseln

the TMR phasetheloadinstructionsreadfrom the LLB insteadof readingfrom memory

This canbe implementedwith minor changedo the pipeline. In the TMR phase the load
instructionsaregivenaLLB queuepointeratthedecodestage.This pointeris usedby theload
instructionto obtaintheloadvaluein the executestage jnsteadof readingfrom memory The
loadinstructionsuccessfullyetiresif theLLB queuepointermatcheshetop of theLLB queue.
If theLLB queuepointerdoesnotmatchthetop of theLLB queuethepipelineis squashednd
the LLB readpointeris reset.In mostof the casesthe LLB queuepointermatcheghetop of
theLLB queue.n arareeventof branchmis-predictionthe LLB queuepointercanmismatch

thetop of thequeue causinga squash.

TheLLB queuepointeris updatedn the decodestagewith the accessizeof theloadinstruc-
tion. Thesubsequenbad instructionsusethe updated_LB queuepointer In somecasesthe
accesssize of the load instructionscan not be determinedat the decodestage(e.g.,for load
alternateinstructionsthe accesssizeis computedin the executestage). For this reasonthe
LLB queuepointeris corruptedandthe subsequenipad instructionswould potentially read

wrongvalues.Thisis anotherscenariovhentheloadinstructionswould be squashed.

Thisapproachyreatlyreduceshenumberof squashesie analyzetheoverheadlueto squash-
ing in Chapter6. A disadwantageof this approachs thatthe LLB designmaygetmorecom-

plicateddueto theadditionalability to readfrom anarbitraryindex of theLLB queue.

In ourexperimentsyve usethesecondapproactbecauseve believe it reducesliagnosidateny

with minimaladdedcomplexity.

The TMR phasehasthe capabilityto reducethe diagnosidateny by intelligently selectingthe

orderof the coresfor replay

4.3.2 TMR Policy

The TMR policy groupsthe coresinto setsof 3, resultingin N=3 groups,assumingon total of N

cores. EachgroupperformsTMR in parallel, while the remainingone or two coresperform TMR

afterall thegroupshave nished.
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(a) Example TMR Policy (b) Compare pointsin replay in TMR

Figure4.3The TMR phaseof the diagnosisalgorithm. (a) shows an example TMR policy with
a 4-threadedworkload on 4 cores,while (b) showsthe various points at which the replaysin the
TMR phaseare compared for diagnosis.

In eachTMR group,thethreecores,A, B, andC, replaythe executionof oneof the cores,say
A, from A's checkpoindrivenby the samdoadvaluesfrom A'sloadlog buffer (LLB).

Given the checkpointsof A, B, andC, namely Ca, Cg, andC¢, the coresA, B, andC all
executefrom Cp, thenCg, andthenCc. This ensureghatthe faulty corewill replayits own faulty
executionandthusit will likely activatethefaultagain,improving the chance®f correctdiagnosis.

Overall,thisresultsin 3+ 1 = 4 TMR stepsgxceptfor the specialcasewhereN = 5. 5 TMR
stepsarerequiredn suchcasesincethe2 remainingcorescannotbechecledin parallelbecausenly
oneTMR groupcanbeformedat ary giventime. Figure4.3(a)shavs an exampleof this grouping
andreplayin a4 coresystem.

While alinearpolicy of replay( rst replayCa, thenCg, andthenC¢ onthe groupwith cores
A, B, andC) will work, we canuseadditionaloptimizationsin this selectionpolicy to reducethe
numberof TMR stepdor diagnosis For example for programghathave minimal sharingjit is most
likely thatthe symptomcausingcoreis the faulty core. Thus,if the symptomcausingthreadwere

rst replayedin the TMR stepin the groupthat containsthe symptomcausingcore, the numberof
replaysincurredmay be furtherreduced.However, for programsthat have high amountof sharing,
otherpoliciesmaybe moreeffective.

For mary-coremachinesthe TMR policy may chooseto replaythe executionon the coresthat
arecloseto eachotherto reduceheoverheadncurreddueto thelong lateng transfersFor example,

in a clusterednachineanintelligentTMR policy would rerunthe executiononthecoresin thesame
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cluster

4.3.3 Comparing TMR Executions

In the TMR replay the threadsare run in isolation of eachotherand of memory Sincethe LLB
hasa log of all the load instructionsof that thread,it feedsall the destinationregistersof the load
instructionswith thecorrectvalues.Storesarenot allowedto write their valuesto memoryin orderto
avoid any memorycorruption.Thisis crucialbecauseve do not checkpointmemorystateattheend
of the Logging step. We wantthe memorystateto be in tactfor the next Logging stepto mimic the
samebehaior asthe Replayphase.The replaysof the samethreadon the threecoresarerecorded
andcomparedor divergenceat theendof eachTMR step.

Comparingthe tracesof all retiring instructionwould certainly resultin successfutiagnosis.
However, sinceunmasled faultseitheraffect dataor control values,we needto minimally compare
only loads, storesand branchesn replay We presenta detailedstudy in Chapter6 shaving the
limitations of comparingonly theloads,storesandbranchesFurther sincethe LLB alreadylogsthe
correctaddresainddataof theloadinstruction,everyloadneednotbecomparedSufcient diagnosis
informationis achieved from only thoseloadsthatmissin the LLB (explainedbelon). Thesethree

criteriaform the basisof our comparisonsiuringreplay shavn in Figure4.3(b).

1. Stoe instructions: Addressand datavaluesgeneratedy the storesin eachcore (which are
not sentto memory)are loggedfor comparison. A mismatchin thesevaluessigni es the
propagatiorof the fault to a storeinstruction,leadingto diagnosinghe corewhich generated

the mismatchingstoreto have a permanentault.

2. Brandhtargets: Faultspropagatedo controlinstructionscanbeidenti ed by loggingandcom-
paringthe tamget PCsof branches.Again, the corethat generateshe divergentinstructionis

identi ed to befaulty.

3. Loadsthat missin the LLB: An interestingscenarian the TMR stepis whena load address
in thereplaydoesnot matchthe onein the LLB. Sincetheseindicatesomeform of erroneous
behaior (in eitherthe LLB or in there-execution),the diagnosisalgorithmwould successfully

diagnosdaultsin amismatchevent. If thesemismatchesrenot usedfor comparisonthefault
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may be undiagnosabléecausét may not propagateo storesor branchesFor example,if the
faultis in theunit thataffectstheloadaddresse&@ddresgieneratiorunit or integer ALU), then
not storingtheaddressn the LLB would leadto a hit, andhencewe losediagnosability Since
theaddresof theloggedloadis requiredto identify a hit or amissin theLLB, it is necessary
to storethe load addresgo identify suchfaults. Hence ,we log the addresof theloadsin the

LLB.

The corethat generatedhe missis immediatelystoppedirom executingary furtherinstruc-
tions, andthe diagnosisalgorithmwaits until all the othercoresin this groupreachthe same
load (coresthathave alreadypassedhesdoadscanalsobe stoppedasthe correspondindoad
hit in the LLB, whichis sufcient informationfor successfutliagnosis).Threepossiblesce-
nariosof suchmissesarepossible.First, if all thethreeloadsin the replaymissin theLLB, it
is becauseahe LLB wasincorrectlypopulatedresultingin diagnosinghe corethatgenerated
thattraceasfaulty. Secondjf loadsfrom two replaysmissin the LLB but the third onehits,
thisimpliesthatthe LLB containsfaulty loadinformationandthusthe corethatlogsthe data
intotheLLB is faulty. Thisis possibleonly whenthecorethatproducedhehitting loadis both
faulty andthe corethatinitially ranthethreadthatis beingreplayed.Hence this coreis then
diagnosedasfaulty. Finally, if two loadshit, but the third onemissesthe coregeneratinghe

missingloadis diagnosedsa faulty core.

Therearesereralwaysto collectthe executionto becompareattheendof eachTMR stepduring

the TMR phase We outlinetwo approaches:

1. Sincediagnosidgs not performanceritical, we cancollectthe executionentirelyin memoryor
cache.An efcient alternatve would be to collectthe executionin a small buffer and ush it

periodicallyto thememory TBFD [10] useshis approach.

2. Hardware signaturesanbe exploited for collectingthe valuesfrom the execution. A bloom
Iter basecdashingunction[3] canbeusedwherethecomparisorof severalvaluescanbedone
in single operation. Therehave beensereral techniqueghat usesignatured¢o disambiguate
addresse$s, 42, 29]. Anotherapproach Fingerprinting[32], usesa ngerprint (computed

usingalinearblock codesuchasCRC-16)to summarizeseveralinstructions'stateinto asingle
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value. Using hardware signaturess inexpensve andalsoreduceghe overheadof comparing
the entiretraceaftereachTMR stepto merelyfew operations.Hence,we believe the useof

signaturesanbe effective in ourtechnique.

In our experimentsye do not modelthe collectionandcomparisorof the TMR executionsaccu-
rately

Sincewe have Triple ModularRedundang eventhe rst divergenceon ary of the abose men-
tionedcriterialeadsto a successfutiagnosisyesultingin a terminationof the diagnosisalgorithm.
Sincewe have now identi ed afaulty coreandat leastonefault-freecoreis available, ne grained
microarchitecture-iel diagnosiscanbe invoked [10]. We, however, do not reportthis stepin our

resultsaswe candirectly useexisting work for this purpose.

4.4 Optimizations to ReduceHardware Overhead

The previous sectionshave explainedthe fundamentaconceptsusedin our diagnosismechanism,
ignoring constrainton areapower, andperformanceverhead This sectiondiscussesptimizations
thatcanbeeasilyincorporatedn presensystemaith minimaladdedcompleity, andthatcanreduce
theoverheadn termsof areapower, andperformance.

Theidealizedtechniquexplain earlier logstheentireexecution(in LLB) till asymptomis seen,
requiring large LLB. Hence,reducingthe LLB sizeis crucial for our techniqueto be practically
applicable.To explaintheseverity of theproblem let usassume casevherethesymptomis detected
after1 million instructiong8% of our detectedaultshave lateny higherthanl million instructions).
Also conseratively assumehat25% of theinstructionsareloads.In this casethe LLB shouldhave
250 000entriesstoringbothaddressndvalue(64bitseach).Thisis 16MB percore.Hencereducing

theLLB sizeis crucialfor ourtechnique.

4.4.1 lterati ve DiagnosisApproach

To reducethe hardware requiremenbf our techniquewe proposean iterative appioad wherethe
Logging phaseandthe TMRphasearereplayedepeatedlyn shorttracesuntil divergences obsened

or aprede nedmaximumnumberof instructionsareexecuted In theiterative approachthedecision
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of whenthe coresshouldrollbackto startthe TMR phaseafterthe Loggingphasdas madedepending

ononeof thefollowing conditions:

LLB is full: If theLLB lls up, successie load valuescannotbe logged. Hence,the TMR

phasestarts.
Symptonis detectedTMR phasestartson seeinga symptomin the Logging phase.

Logging thresholdis reated: If the executionexceedsa prede nedthresholdandno symptom
is seenthediagnosistopsandidenti es thiscaseasanon-deterministisoftwarebug. A symp-
tom may not be thrown in the logging stepbecausef microarchitecturahon-determinism,

leadingto differencesn fault activations.This is oneof thelimitationsof ourtechnique.

Our iterative approactreplaysthe Loggingand TMR phasesepeatedly Eachiterationconsists
of oneLogging phaseand one TMR phase.At the endof eachLogging phasethe processorstate
andthe TLB stateis checkpointedfo resumethe executionin next iteration. We checkpointTLB
stateto ensuradeterministiaeplayin the TMR phase An examplerun of theiteratve mechanisnis
explainedin Figure4.4. This examplehasfour cores,similar to our previous examples.Theiteratve
diagnosignechanisnproceedssfollows:

All the coresarerolled backto the pristine checkpointsafter the replayphaseandthe Logging
phaseof the rst iterationstarts.

Iteration 1:

1. TheLoggingphasderminatebecaus¢éhelLLB lled up. RecallthattheLLB is limitedin size,

andcanonly recordvaluesfrom alimited numberof loadinstructions.

2. Theprocessostate(registerstateandthe TLB state)(PS)is checkpointedandthe TMR phase

is initiated.

3. The TMR phasecontinuesandit hasfour steps,onefor eachof the four cores(we call them

TMRsteps.
4. No divergenceis seemttheendof the TMR phase Hence thenext iterationstarts.
Iteration 2:
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Figure 4.4 The Iterati ve Multicor e DiagnosisMechanism

1. ThelLoggingphaseestartsvith the checkpointegrocessostate(PS)andclearLLBs.
2. ThelLoggingphasderminatesiueto full LLB andthenext TMR phasds initiated.

3. At theendof secondTMR stepin the TMR phaseadivergences obseredandthefaulty core

is identi ed, leadingto successfutliagnosis.

With the new iterative approachthediagnosigiecisiontree(Figure4.1) change$-igure4.5. The
only changein the diagnosistree is to checkfor the terminationcondition (a symptomin in the
Loggingphaseor if theloggingthresholds reachedpfterthe TMR phaself nodivergenceis found
afterthe TMR phaseandtheterminationconditionis reachedfterthe TMR phasethenwe conclude
that thereis a software bug and let the upperlayersof the software handleit. If no termination
criterionis satis edafterTMR phasethenthediagnosisontinuesafterthe TMR phaseasexplained

above until theterminationcriterionis satis ed.

4.4.2 Advantagesand Disadvantagesof Iterati ve Approach

Theadwantage®f theiteratve diagnosisapproachareasfollows:
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Figure 4.5 The DiagnosisDecisiontr eefor Iterati ve Multicor e DiagnosisMechanism

The hardwarerequiremenbf the LLB is controllableandcanbe broughtdowvn to a merefew

kilobytes(2KB) percore.

Only the processoistateand the TLB stateneedto be checkpointed. Thereis no needto
checkpointmemorystateduring Loggingand TMR phase.Storeinstructionsarenot allowed
to write to memoryduringTMR phasehenceghememorystateis untouchedrom onelLogging

phasego the other releasingherequiremenbf checkpointingnemorystate.

Thediagnosidateny is shorterfor the casesvherethefaultis activatedearlyin theexecution,

becausave neednotwait until the symptomis detectedo performthe TMR phase.
This approacthassomedisadwantagesyhich arelistedbelow:

Theoverheado transferthe LLB contentsandtheprocessostate(registersandTLB contents)

across-coresustbeincurredat theendof every stepin the diagnosigrocedure.

Diagnosabilitymaybesomeavhatcompromisedbecauséhemicroarchitecturstates discarded
atthe endof eachLogging phase.Thefaultsthatareactve in the microarchitecturestatebut

have not madeit to the architecturestatewill be ushed out. Also, therearecasesvherethe
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Figure 4.6 Designof Load-Log Buffer (LLB)

fault maynot be actvatedbecaus®f the smalltraceperiteration. Sincethe microarchitecture
is notfully utilizedin smallinstructiongracestherewill befewer faultactivationswhichmay
leadto no diagnosige.g.,RAT andIntegerregisterfaults). Becausef thesereasonse want

to maximizetheinstructionsn the Loggingphaséan a giveniteration.

4.4.3 LLB Design

TheLLB requirementhave automaticallygonedown becauseave recordthe load valuesfor limited
numberof instructionsn theiteratve approachAt the sametime, we wantto maximizethe number
of instructionsin Logging phase.The following sectionexplainsthe designof LLB thatcanaid in
maximizingthe numberof instructionsin Loggingphase.

DuringthelLoggingphasethe< addressaue> pairsareloggedin theLLB. Thisinformationis
sufcient to replaythe executionof thatcorein isolationfrom othercores.
Dictionary basedcompression:It hasbeenshavn thatloadvaluesexhibit high valuelocality [41],
thatis, mostof theload valuescanbe capturedusinga smallnumberof frequentlyoccurringvalues.
Hence we useadictionaryto recorddistinctload values,andusea queuethat storesthe pointersto
entriesn thedictionary Thismethodreduceshesizeof LLB signi cantly. Thismethodof dictionary
basedcompressionvaspreviously usedin BugNet[18].

In our approachwe usea 128-entryfully associatie tableasadictionary. Thisdictionarystores

theload values. Eachentry of the dictionaryis a 64-bit value. Along with the dictionary we usea
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1024entryqueue(calledLLB queud thatstorespointersto entriesin thedictionary

Sincestoringthe 64-bit addresswith eachload value canbe demandingon area,we proposeto
storeonly the parity of theaddressWe requireaddres®nly to identify a hit or amissin LLB during
TMR. Insteadof storingaddress\ is LLB duringLoggingphaseye storetheparity pa. In theTMR
phasdf theaddres®f theloadinstructionis A, thenthe sameparity is generateéndit is considered
ahitin LLB. Ontheotherhand,if theloadinstructiontiresto accesaddress$3, andif addresA and
B differ in odd numberof bitsthenthepa will notbeequalto pg, resultingin aLLB miss.Thecase
whenaddres® andB differ in evennumberof bits, boththe parity bits would match,andit will be
consideredh hit. Hence,we may lose diagnosability Since,we areusinga single-bitfault model,
it is uncommonto have multiple bit ips in the address.Thereis a trade-of betweenthe areaand
diagnosabilitywe chooseto reduceareabecausét is our primaryconcern.

Hence we storeonly the parity (1-bit) insteadof storingthe entireaddresg64-bits). We believe
thatevenif thereis a hit in the TMR phase(for addresswhich wassupposedo miss), it will cor
rupt the LLB valuesfor the future load instructions,andwe canstill diagnosehe fault. From our
experimentst is evidentthatstoringonly the parity is theright trade-of to male.

Thereforethe LLB queueentry stores/-bitsfor theindex into thedictionary and1-bit for parity
of theaddresswhich totalsto 8-bits. The structureof the LLB is shavn in Figure4.6

Thereareseveralpossiblevariationsof thedictionaryapproachWe analyzethedictionarybased
compressiomechanisnwith anotherwvariantin Chapter6. We alsoexplorethe effect of varyingthe

LLB sizewith differentdictionarysizesandLLB queuesizesin Chapter6.

45 Firmware

Themulticorediagnosisalgorithmisimplementedn rmw are.Sinceaknown fault-freecoreunavail-

able,we ensurethe correctexecutionof the diagnosisalgorithmin rmw areby redundanexecution
onthreecores. A fault detectionon a coreresultsin interruptson threeothercores,wherethe con-
trol transfergo the diagnosisrmw are. Thesethreecoreswill executetheinstructionsin lock-step,
which canbe emulated{o ensurghe correctnessf the rmw are. Note thatthe redundanexecution

is requiredonly in therareeventof fault detection.
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CHAPTER 5

EXPERIMENT AL METHODOLOGY

An idealevaluationof theabove discussedechniquego detectanddiagnosdaultsin multiprocessor
systemswould entail animplementatiorin the rmw are of a real machineand evaluatingit under
real faults injectedin hardware. However, the limited controllability and obserability offered by
a modernprocessomould greatlylimit our ability to inject andtrack faults. Potentially we could
usean FPGA-basedlatform like Crash™®st[20] for this purpose. Unfortunately the limit in size
of FPGAwould not allow usto directly studya multicore systemconsistingof superscalaout-of-
orderprocessorsHence we usesimulationgto evaluateour schemeSinceit is importantto obsere
the misbehaior of boththe applicationandthe OS after hardware faultsareinjected,the simulator
mustrun fastenoughto capturetheseeffects. Hence we choosea microarchitecturasimulatorover

gate-leel simulators.Our methodologys similarto thatusedfor SWAT [11, 10].

5.1 Simulation Environment

We performmicroarchitecture-ieel timing simulationof a chip multiprocessoby usingthe Wiscon-
sin GEMS timing simulatorsfor the processoandmemory[13], in conjunctionwith the Virtutech
Simicsfull systemfunctionalsimulator{38]. In thisfull-systemsimulationervironment,we simulate
a 4-coresharedmemorychip multiprocessqQrwhereeachcoreis a modernout-of-ordersuperscalar
processowith a privateL1 cache.Table5.1 givesthe parametersf the simulatedsystem.
Werunarealoperatingsystem(OpenSolari®n Sparcv9 ISA) within this simulatedernvironment
andstudythe behaior of several multithreadedvorkloadsfrom two benchmarksuitesunderfaults.
Table5.2givesa brief descriptiorof the6 multithreadedvorkloadswe use,alongwith theinputsizes

thatwe study
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BaseProcessoParameters
Frequeng 2.0GHz
Numberof cores 4
Per-core parameters
Fetch/decode#xecute/retire| 4 percycle
Functionalunits 2 Int add/mul,1 Int div
2 Load,?2 Store,1 Branch
2 FPadd,1 FPmult
1 FPdiv/Sqrt
IntegerFU latencies 1 add,4 mul, 24 div
FPFU latencies 4 default, 7 mul, 12 div
Reorderbuffer size 128
Reyister le size 256integer, 256 FP
Load-storequeue 64 entries
Memory Hierar chy Parameters
Datal 1 (private) 64KB
InstructionL1 (private) 64KB
L1 hit lateny lcycle
L2 (Uni ed) 4MB
L2 hit lateny 6 cycles
L2 misslateng 80cycles

Table 5.1 Parametersof the simulated processaor

Suite Workload Sizeof input
RayTrace ateapotsceng2560 2560)
AlpBench FaceRec 173images(130 150)

Mpeg-Encode| 32 HD frames(1920x1080)
Mpeg-Decode| HD Mpeg videow/ 128frames
SPLASH-2| lu 1600x1600matrix

Body-track 4 cameras4 frames,
PARSEC 4000particles 5 annealindayers

Table 5.2Workloads and input sizesusedin fault injections.
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arch structure Fault location
Instructiondecoder Inputlatch of oneof thedecoders
IntegerALU Outputlatchof oneof theintegerALUs
Registerbus Busonregister le write port
Physicalintegerregister le | An integerphysicalregister
ReordeBuffer (ROB) Source/destinatioregisternumberof aninstrin ROB entry
Reg Alias Table(RAT) Logicall physicalmappingof logical register
Addresggenunit (AGEN) | Virtual addresutput

Table 5.3 Fault injection locations.

The GEMS + Simicsinfrastructureis basedon the timing- rst approacHor simulation[14]. In
this approachaninstructionis rst executedby the cycle-accuraté€sEMS timing simulator When
GEMS is readyto retire this instruction, Simics, the functionally accuratesimulator executesthe
sameinstruction. The resultingstatesare comparedandin the casethat they dont match (which
may arisebecaus€&sEMS doesnot implementa small subsebf infrequentlyusedinstructionsin the
SFARC ISA), the stateof the timing simulatoris updatedfrom the functional simulatorwhich is
assumedo beaccurate.

An injectedfault in our simulationsmay, however, alsoresultin this mismatch. For our fault
injections,we inject a singlefault into the timing simulators microarchitecturastateandpropagate
thefaulty valuesproducedhroughthe system Whenamismatchn thearchitectuial stateof Simics
andGEMS:is detectedthe stateof Simicsis synchronizedvith thefaulty stateof GEMS. Otherwise,

thearchitecturaktateof GEMSis updatedrom Simics,upholdingthetiming- rst paradigm.

5.2 Fault Injection

In this study we focuson the system-lgel propagatiorof permanentaultsin the processocorethat
resultin in- eld failures. Prior studiesattribute the causeof suchpermanentaultsto wearout and
infant mortality dueto insufcient burn-in. Suchphenomenare expectedto becomeincreasingly
prevalentwith continuedCMOS scaling[4]. We modelsuchfaultsasstuck-atfaults(both stuck-at0
andstuck-atl) atthelatchlevel. As mentionedjdeally, it is desirableo inject stuck-atfaultsat the
gatelevel for modelinglogic faults. However, doingsowill requirethe useof a gate-leel simulator
which is too slow for observinghow the fault propagatesand manifestsas symptoms. Hence,we

approximatehe stuck-atfaultsin thelogic asstuck-atfaultsat thelatch.
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For eachexperimentalrun, we inject onefault into a microarchitecturastructurewithin one of
the coreswhile a multithreadedapplicationis runningon all coresof the processorln particular we
injectfaultsinto 7 microarchitecturatomponentsf all 4 coresof thesimulatedorocessofTable5.3).
We usethe stuck-atfault modelto inject faultsin variouslatchesin the microarchitectureFor each
application,we rst pick 5 baseinjection points(or phases}hatare sufciently spacedapartfrom
eachotherto captureghedifferentphase®f theapplications execution.In eachphasefor eachfaulty
structure we pick 5 spatiallyrandominjection points(e.g., 5 differentphysicalregisters,etc.) and
inject both stuck-at-Oand stuck-at-1faults. This give us a total of 8,400faults (6 applications 5
phases 4cores 7 structures 5spatialpoints 2 faultmodels)astatisticallysigni cant sample
thatyieldsanerrorunder0.6%at 95% con denceintenal for the fault coverage(de ned belaw) for
ary structurein our experiments.

We also performed4,200transientfault injections(single bit- ip) in the samephasesf appli-
cationsandmicroarchitecturastructuresas describedabore. Since,we have only onefault model,

unlike permanentaults,the numberof fault injectionsarefewer.

5.3 Fault Detection

We detectthe injectedfaultsusingsymptomsof anomalousoftwarebehaior. Chapter3 detailsthe
symptomdetectorsve usefor our multithreadedvorkloads. Thethresholdfor the High OSdetector
is setat 50,000instructions,a highervaluethanthat usedin single-threade@pplicationsprevious
work usedavalueof 20kinstructiong11]) assynchronizationn the multithreadedvorkloadsresults
in high OSactvity on average.Thethresholdfor the No-Forward-Progressdetectoris setat 20,000
instructionsfor eachsimulatedcore. Note thatall the coresshouldsimultaneouslyetire consecutie
20k OSinstructiongo trigger No-Forward-Progress

Thesedetectorgequirezeroto minimal hardwareoverheadwith only the Panicdetectoirequiring
(alreadyexisting) supportfrom the OS. Additionally, thesedetectorgoreseninearzero overheadn
fault-freeoperationconsistentvith our motivation of optimizingthe fault-freecase.

After afaultis injected,we simulatethe systemfor anintenal of 20 million instructions(com-
prisedof bothapplicationand OS instructions)oecaus&0 million instructionsaredeemedecorer

able.If thefaultdoesnotcorruptthearchitecturastate(stateof registersandmemory)in thisintenal,
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thefaultis saidto bearchitecturallynasled. Faultsthatarenot masledin this interval continueto be
simulatedin detailfor atleast20 million instructionsfrom the time the fault corruptedarchitectural
state(referredto asthe fault activation). During this time, they are subjectto detectionusingthe
above detectorslf the activatedfaultsarenot detectedn this 20M instructionwindow, we continue
simulationof theapplicationin functionalmode(with the Simicsfunctionalsimulation)until theap-
plicationcompletesor a symptomis detected.Thesecasesarenot accountedowardsfault coverage
becausdt is notdeemedecoerable.This allows usto identify application-lgel maskingandsilent
datacorruptions(SDQ). Thefaultis not active in this durationof functionalsimulation,resultingin
the permanentault behaing like anintermittentfault for the detailedsimulationwindow of 20M
instructions.

The metricsusedto evaluatethe ef cacy of the symptomdetectorsarecoverage, SDCrate and
latency
Coverageis the percentag®f unmaslkd (ignoring architecturabndapplicationmasking)faultsde-

tectedwithin 20 million instructionsonly.

Total f aults detected
Total inj ections M askedf aults

Coverage =

wherethe Masledfaultsarefaultsmaslkedby eitherthearchitectureor theapplication.

SDCrate is thefractionof the non-maskd faultsthatresultsin SDCs.

Detectionlatency computations a bit moreinvolved asthefault maybedetectedn afault-freecore
thatwasnotinjectedwith thefault. If thefaultis detectedn thefaulty core,thelateng is measured
in termsof theinstructionsbetweerthetime thearchitecturabktateof this corewascorruptedandthe
symptomis detectedHowever, if thedetections in afault-freecore,weidentify theinstructioncount
onthefault-freecoreat which the architecturaktateof the faulty coreis corrupted andwe measure
lateny from that point. We measurehe lateny in termsof the total numberof instructionsfrom
architecturestatemismatch(eitherthe OS or the App) to detectionto understandhe recorerability

of thedetectedaults.
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5.4 Fault Diagnosis

Checkpointing support for rollback: Thediagnosisalgorithmrequiresall threadsof the execution
to be rolled backto a consistenfault-freecheckpoint. In our experimentsthe systemstateat the
beginning of the fault injection run is checkpointed. We usea schemesimilar to SafetyNet[34]
wheretheregisterstateis checkpointedeforethe executionandthe original stateof the cachesand
thememoryis loggedwheneer a cacheor memoryline is modi ed for the rst time.
Logging phaseand LLB : Thediagnosislgorithmperformsthe Loggingphaseo populateheLLB
with load valuesaccessedby the execution. In our microarchitecturakimulator few instructions
areincorrectlyimplemented For theseinstructionswe recordthe valuesfrom Simics,andusethem
to replaythe executioncorrectly To fully understandhe feasibility and ef cacy of our diagnosis
approachwe vary the sizeof thethe LLB andalsothe LLB structure(discussedn Section4.4.3).
LLB structureandsize affect the numberof instructionsin the Logging phase which hasa direct
impacton diagnosidateng. Chapter6 discusseghesetrade-ofs in detail.
TMR phase The TMR phasereplaysthe executionon threecoresandcollectsthe informationto
be comparedat the end of the TMR step. As mentionedin Chapter4.4.2, we do not allow store
instructiongo write to memory We capturethis effectin our simulatorby recordingthe valuebefore
retire,andwriting the samevalueafterthe storeinstructionis retired(we do this becausave cannot
controltheway simicsretiresinstructions).Sincesomeinstructionsarenotimplementedn GEMS,
we cannotretrieve thevalueof thestoreinstructionbeforeit retire. In suchcasesto keepthememaory
stateunchangedye squashhestoreinstruction,andproceedvith thenext TMR step.Diagnosability
may be compromisedecauseave cannotcontinueexecutionin the currentTMR step.
Diagnosislatency. Our diagnosisalgorithm rst logs the executionin LLB during the Logging
phasetransferghe LLB to othercores,andthenusesit duringthe TMR phaseto deterministically
replaytheexecution.To computethediagnosidateny we needto accountor thetransfertime along
with the lateny of eachphase.In our simulations,we do not accuratelymodelthe transferof the
processocheckpointandthe LLB acrosscores.In orderto obtainrealisticdiagnosidateng, we add
theestimatedransfertime atthe endof eachiteration.

We estimatehetime to transferthe LLB andprocessocheckpoiniasfollows. First,we compute

the sizeof the checkpointandthe LLB in termsof cachelines. Assuminga 64 byte cacheline, the
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processocheckpointonsistof 427registers, each64 bits wide, thatcorrespond$o 54 cachedines.
ThelLLB, a2KB structurecorrespond$o 32 cachdines.

At the end of Logging phase,the rmw are ushes the LLB and the processorcheckpointto
memory For arepresentate processqrwe assumeanL2 cachewith 8 MSHRsandmemoryaccess
lateng of 200 cycles. Thusthe 86 cachelines corresponds$o 2150cyclesof transfertime (since8
outstandingnissescanbe handled).For a4 coresystemwe conseratively estimatethis time to be
8600cycles(2150 4).

In the TMR phasethe LLB andthe processocheckpointneedto be loadedfrom memory We
estimatethis transfertime to be 2150cyclesfor eachcore,asperour previous calculation.In TMR
phasepnly 3 coresoperateat ary giventime, resultingin acumulatve 6450cyclesto loadLLB and
processocheckpoint.In oneiterationLLB andprocessostateare ushed to memoryafterLogging
phaseandareloadedfrom memoryfor eachof the4 TMR stepsin the TMR phase.Hencewe add
(8600+ 4 6450)34,400cyclesat the end of eachiterationto accountfor the overheaddueto the
transferof LLB andprocessocheckpoint.

The abare mentionedoverheads conserative becausef the following two reasons.First, the
executionfrom thenext TMR stepcanhidemostof thememorylateny. Secondmostof thememory
accessewill hitin L2 (while estimatingthe overheadwe assumedvery accesdo beamissin L2)
ascontentof memoryarenotmodi ed in the TMR phase.

We believe that comparingthe executionsin the TMR phasecanbe performedwith negligible
overheaduy usinghardwaresignaturesasexplainedin Section4.3.3.

Page faults: We replay the pagefaults deterministicallyduring diagnosis. Since, a pagefault is
initiatedby a TLB miss,andTLB is softwaremanagedn our systemthepagefaultwouldbeinitiated
againduring TMR phasejf therewasa pagefaultin the Logging phase.Since,we do not allow the
storeinstructionsto commit, the illusion of a pagefault canbe createdon all the coresrunningin
parallel. Replayingpagefaultsis notnecessaryor ourtechnique.

Disabling Interrupts: In our work, we disabledasynchronouterruptsduring diagnosis. While
mostinterruptsin SFARC V9 aredisabled,crosscalls betweenthe processorsn a multi-processor

settingarealwaysservicedandcannotbe disabled(at interruptlevel 15). Hence whenwe seesuch

}(4 setsof globals  8) + (8 windows  32integerregisters)+ (32 oating pointregistersy+ (107 controlregisters)
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across-callwe abortandrestartthe currentstepin thediagnosiglogging,or ary intermediateTMR
step)to ensuredeterminismin the replay A disadwantagewith this approachs thatif the fault is
activatedonly by the interrupthandley it would not be diagnosedaswe never executethat pieceof
codein our diagnosis.However, we could extend our mechanisnto handlesuchcasedy logging

interrupts by amechanisnsimilar to thatproposedn previouswork [40].
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CHAPTER 6

RESULTS

6.1 Multicor e Fault Detection

SWAT [11] hasshavn thatusingsoftwaresymptomsgivessigni cantly high coverage(over 95%)for
faultsinjectedin variousmicroarchitecturalinitsin a uniprocessosystenrunninga singlethreaded
workload[11]. As discussegreviously, we extendthe SWAT symptomsdevelopedfor singlecore
processorso the multi-core counterpart@ndstudythe effectivenessof thesedetectordor faultsin
multi-coresystemdy measuringhe coverageof the detectorsandthelateny to detecttheinjected

faults.

6.1.1 Coverage

Figure6.1givesthe coverageof thesymptomdetectordor thepermanentaultsinjectedacrosseven
differentmicroarchitecturestructuresn the processocore. For faultsinjectedin eachmicroarchi-
tecturalunit (shavn on the X-axis), the gure shaws the percentagef faultsthat are Masked (by
boththe architectureandapplication),detectedby a symptomfrom the faulty core (Detect-Rulty),
detectedby a symptomin afault-freecore(Detect-Fult-Freé, detectedoy a symptomin functional
mode(Symp 20M, notcountedowardscoverage) andSilentDataCorruptiongSDQ. Thenumbers
ontop of eachbarshawv the coverageof the symptomdetectordor faultsin thatunit.

The software-lavel symptomsperformexceptionallywell to detectunderlyingpermanenhard-
warefaultsin multithreadedvorkloadsrunningon multicore systems.Figure 6.1 shavs thatthese
symptomdetectorshav avery high coverage anaverageof 98.8%acrossall structuresyith alow

SDCrateof 0.84%.
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Figure 6.1 Coverage of the symptom-baseddetectors in multicore systemsrunning multi-
thr eadedworkloads.

Figure6.1 alsoshaws thatin about12.3%of the detectionsthe symptomis detectedon a core
thatis fault-free(we considerPanic and No-Forward-Progressas symptomsdetectedn a fault-free
becauseheseaffect the executionin fault free cores). Sincethe simulatedsystemis a sharednem-
ory machine thesefaults propagatehroughmemoryinto a fault-freecore on which they affect the
executingsoftware. It is this fault propagatiorthatcomplicateghe diagnosiof thefault-freecore,as
previously discusseqChapterd).

Figure6.2furthercateyorizesthefaultsdetectedn thefaulty andfault-freecores.For eachfaulty
structurethe gure cateyorizesthe detectedaultsasdetectedn Faulty andon Fault-freecores.For
eachsuchcatayory, the barsshav the distribution of the varioussymptomshattriggereddetection.
For fatal traps, we distinguishbetweencaseswherethe trap was thrown by the applicationcode
(FatalTrap-App)andby the OS code(FatalTrap-OS).Similarly, we distinguishbetweerhangsin the
application(Hang-App)andthe OS (Hang-OS).The height of eachbar is the percentagef total
faultsinjectedin thatstructurethattriggereda detectionin thatcategory.

Similar to thefaultinjectionsin single-threade@vorkloads[11], we seethatsymptomdrom the

OS(FatalTrap-OS High-OS Hang-O$ Panic, No-Forward-Progres3 accounfor alarge fraction of
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Figure 6.2 Contrib ution from eachdetectorin detectingfaults in multicor e systems.

thedetectiononthefaulty core(62.6%o0f detectedaults,on average) Althoughthefaultis injected
while theapplicationis running,thefault quickly resultsin invoking the OS (typically througha TLB
miss). TheOS, beinghighly controlintensve, activatesthe fault furthercausinganomaloudehaior
thatresultsin a symptom.Hence alarge fractionof faultsdetectedn the faulty corearedetectedn
the OS.
SDC: SilentDataCorruptionsarethosecasesvherenosymptonwasthrovn andtheoutputgenerated
by the faulty executiondid not matchthe goldenoutput. 0.85%of the unmaskd faultsresultedin
SDC.Weusesimple le comparisorto determinghesilentdatacorruption.For seseralapplications,
simplecomparisor{diff) of theoutputmaybetoo conserative in identifyingtheSDC.Therehasbeen
a studyin the contet of transientfaultsshaving thatthe 45% of the faultsthat corruptarchitecture
statearecorrectat applicationlevel for multimediaandAl applicationd12]. This studyusessignal-
to-noiseratio to identify acceptabl@utput.
We have alsoobsered a similar trendin the multimediaapplicationsthoughwe useonly sim-
ple le comparisorfor reportingresults. Thereare seseral casesn RayTrace,MPEG-decodeand
MPEG-encodewheretherewasno humannoticeabledifferenceseven thoughthe outputis differ-

ent from the correctoutput. On the other hand,we also obsere that few outputshad noticeable
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(a) Goldenoutput (b) SilentDataCorruption
faultfrom RAT

Figure 6.3RayTrace outputs: (a) Output whenthe program wasrun on native machinewith no
fault injection. (b) SDC casefrom the fault injection experimentwhenthe fault in the register
aliastable.

differences.Figure 6.3 shavs one suchexample(the only casefrom RayTracethat had noticeable
corruption).
We did not evaluatethe correctnessf the outputgeneratedby thefaulty runs. Thisis oneof our

futuredirections.

6.1.2 Latency

In additionto fault coverage animportantparametefor ary detectionrschemas thelateng atwhich
the faults are detected. The detectionlateny hasdirect repercussionsn the recoverability of the
systemjf thelateng istoolong,thecheckpoininterval will needto belengthenedccordingly Long
checkpoinintenals affect boththerestarttime on recovery andinput/outputcommitlatenciesIf not
properly handled outputscould be committederroneouslymakingthe systemstateunrecwerable.
Thereforewe usedetectionateny asametricto evaluatethe proposedsymptomdetectors.
Figure6.4 shavs the lateng, from the rst architecturestatecorruption(of eitherthe OS or the
application)}o detection.For eachmicroarchitecturastructurethebaris dividedinto differentlateny
stacks(from 1k to 20M), eachrepresentinghe percentagef the detectedaultswith lateng lower

thanthe speci c detectionatencies.
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Figure 6.4 Latency to fault detection,in instructions, from rst architecture state mismatchto
detection.

From the gure we seethat, 90.13%o0f the detectedfaults have detectionlateny of undera
million instructions,9% have lateny betweenlM and 10M instructions,0.86% are detectedafter
morethan10M instructions.HardwaretechniquesuchasReMve [21] and SafetyNef{34, 40] can
comfortablytoleratecheckpoinintenvals of hundredf milliseconds However, theoutputwill have
to bebufferedanddelayedor thisinternval asdiscussedh [16]. Themultithreadedvorkloadsstudied
hereare not I/O intensive. For otherworkloads,it will be importantto investigatethe impact of

buffering the I/O eventsandis the subjectof our futurework.

6.1.3 Transient Faults

Fromthetransientfault experimentswe foundthat85.4%of thefaultswerearchitecturallymasled.
Of theremainingfaults,40.7%were detectedwithin 20 million instructionwindow (92% of which
aredetectedn faulty-coreand8% onagoodcore). Theremainingfaultswererunto thecompletion,
and we found that 64% of thesecaseswere masled at applicationlevel, and 7% were eventually
detectedas symptoms. The remainingresultedin silent datacorruptions. This makesthe overall

maskingrateto 91%, detectiorrate(for unmaskdfaults)to 41%andthe SDCrateto 2.5%. Most of
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theSDCs,85%,werefrom MPEG-decodealone mostof which affectedonly oneframe. Sincethese
applicationsareinherentlyfaulttolerant[12], we believe thesesilentdatacorruptionsareacceptable.
Theseresultsareconsistentvith previousstudies[11, 39].

Overall, we seethat using symptomdetectorsthat watch for anomaloussoftware behaior is
highly effective in detectinghardwarefaultsin multicoresystemsin addition,thelatenciego detec-

tion malke alarge fractionof the detectedaultsamenabldo hardwarerecorery:

6.2 Multicor e Fault Diagnosis

After the detectionof a symptom,diagnosiss invoked to identify the faulty core. Speci cally, for
the 12.3%o0f the detectedaultsthatresultedn symptomsrom fault-freecores(from Figure6.1), it
is importantto seewhetherthe diagnosisalgorithmsuccessfullydiagnoseshefaulty core.

In this sectionwe evaluatethe diagnosabilitydiagnosidateng, andtheLLB sizerequiremenbf

our method.

6.2.1 Diagnosability

Figure6.5 compilesthe diagnosisoutcomesf the detectedaultsacrosdifferentmicroarchitectural
structures.CorrectlyDiggnosedshaws the caseswvherethe coreinjectedwith the permanentaultis
correctlydiagnosedUndiagnosedshavs the casesvherethefaultis notdiagnosedThenumberson
top of eachbarshav the percentagef detectedaultsthatarediagnosedorrectly

We con rmedthat100%o0f thefaultsthatweredetectewnfault-freecores(12.3%o0f thedetected
casedrom Figure6.1) weresuccessfullydiagnosed.

As mentionedn Section4.3.3,during TMR phasewe comparebranchtaigetsandstorevalues
anduseLLB Hit/Miss informationto identify divergence.Fromour experimentsywe foundthatcom-
paringthe entireexecution(destinatiorregistersof every retiring instruction)increaseshe coverage
by 0.25%. Since,the bene t is small, we do not comparethe entiretrace,although,we believe, the
overheadn comparingthe destinatiorregistersof all theretiring instructionswill notbelarge. Sec-
tion 4.3.3givesdetailsaboutthewaysin whichthis comparisorcanbe performedwith low overhead.

Figure 6.5 shavs that4.35%o0f the faultsdo not leadto successfutliagnosisafter replayingthe

executionfor 20 million instructions.We found that mostof thesecaseq79% of the undiagnosed)
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Figure 6.5 Diagnosability of faults in multicor e systems.

did not activate the fault during the diagnosis. This leadsus to the conclusionthat the fault is not
activatedby the shortinstructiontracesin our iterative mechanisnbecauseéhe microarchitecturas

notfully utilized.

6.2.2 DiagnosisLatency

Eventhoughdiagnosiss invokedrarelyandcantoleratehigherperformanceverheadsshorterdiag-
nosislateng is preferablen orderto be ableto bring the fault-freecoresbackonlinewithouthuman
percevabledelay

We computethe diagnosislateny from the beginning of the diagnosisphaseuntil the end of
the diagnosisalgorithm. This includesmultiple loggingand TMR phases.The computationof the
diagnosidateny is explainedin Section5.4.

Figure6.6shavsthetotaldiagnosidatencieof ourdiagnosisnechanismWe obserne that89.6%
of diagnosedtasesadlateng within 100,000cycles,and95.7%of the casesverediagnosedvithin
1 million cycles. The numberof the top of eachbar shaws the percentagef diagnosecaseswith
lateng lessthanl1 million cycles. This shaws thatour diagnosianechanisnis capabldn diagnosing

thefaultswith verylow latencies.
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Figure 6.6 Diagnosislatency of faults in multicor e systems(in cycles).

From Figure 6.6, we obsere that the diagnosidateng for the undiagnoseadasescanbe large
(> 100million cycles). Sinceour diagnosisalgorithmidenti es undiagnose@dasesassoftwarebugs,
it will be undesirablgo usethis techniquein the developmentphase whenthe software bugs are
more frequent. If the executionoverheadduring applicationdevelopmentphaseis noticeable one
canchooseo turn-of the diagnosismechanismSincethe symptomdetectionis a rareevent (either
dueto software bug or hardware fault), we believe the higheroverheadfor diagnosingsoftware is
acceptable.

Sincewe have few caseg8% of the detectedaults)wherethe diagnosidateny is largerthanl
million cycles,weinvestigateéhepossiblereasongor theexecutionoverheadn ouriterative approach
(Section4.4.1),which arethefollowing: (1) Time to transferLLB andprocessocheckpointacross
coresafter eachstepduring diagnosis. (2) Squasheitroducedin the TMR phasewhile ensuring
deterministiaeplay(Section4.3.1).

In orderto understandhe overheaddueto the rst two reasonswe plot the numberof iterations
(numberof Logging phases)n our iterative approach. Figure 6.7 shawvs the numberof iterations

for all the caseghatweresubjectedo diagnosis.In eachiteration,the pipelineis squashed times
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Figure 6.7 Number of iterations (Logging phases)efore diagnosis.

and>5 cross-cordransfergake place(1 after Logging phase,l aftereachof the4 TMR stepsduring
TMR phase).We obsenre that the 6% of the detectedfaultsrequireat least1000iterationsin our
diagnosisapproachand 3% requireat least10,000iiterations. Notably the overheadis high for
the undiagnosedaseswhich requirea large numberof iterations(> 10,000). Since,the numberof
iterationsdependonthe LLB size,we studythe effect of differentLLB sizesandstructuresn the

following section.

6.2.3 LLB Sizeand Structure

As mentionedn Sectiond.4.3,we wantto maximizethenumberof instructionsn theLoggingphase
of eachiteration. The abore resultsalsostatethatincreasinghe numberof instructionswill reduce
the overheaddueto crosscoretransferswhich in-turn reducegliagnosidateng.

The numberof instructionsin eachiterationis limited by the capacityof the LLB. Oncethe
LLB isfull, subsequerinstructionscannotbelogged. To understandhe limitation dueto LLB, we
performdiagnosiswith two differentLLB structuregexplainedin Figure6.8). LLB structureA is

similar to onethatis usedin BugNet. We obsered thatthe mary of the load valuesdiffer in least
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Figure6.8LLB structures.(a) LLB structure A. (b) LLB structureB.

signi cant 8-bits. Hence,we evaluatestructureB andcompareit with structureA. To identify the
mostappropriatd LB structure we measurehe numberof instructionsin the Logging phaséan one
iterationduring diagnosis.As the locality in the load valuesis primarily basedon the applications,
we cataorize theseresultshasedon applications. Eachbar in Figure6.9, and 6.10is computed
asfollows: (1) Numberof instructionsin the Logging phaseof eachiterationis averagedacross
100iterationsof the diagnosisalgorithm. (2) We computethe averagenumberof instructionsin the
Loggingphaseat5 differentphaseperapplication.Since we arestudyingthe casegshatleadto long
diagnosidatencies speciallythe undiagnosedasesvherethe fault is rarely activated,we obtained
thesegraphsrom thefault-freecases.

Figure 6.9 shavs the numberof instructionsin the logging phasefor the LLB structuresA and
B respectiely. In Figure6.9, the dictionaryhas128 entriesandthe LLB queuehas1024entries.
HencethelLB sizeis x edto 2KB and2:87KB respecitiely, for LLB structuresA andB.

FromFigure6.9,we seethatLLB structureB canrecordmorenumberof instructionsghanLLB
structureA, but thebene tis low for the additionalhardwarecost. Hence we choosd_LB structure
A.

Sincethe numberof instructionsn Logging phasealsodepend®nthesizeof LLB, we studythe
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Figure 6.9 AverageNumber of instructions in the Logging phasesdue to different LLB struc-
tures.Sizeof LLB Structure A is 2KB and structure B is 2:87KB

effectof thevaryingtheLLB sizeonthenumberof instructionsn the LoggingphaseFigure6.10(a)
shavs the numberof instructionsin the Logging phasewhenthe dictionarysizeis variedfrom 64

to 256 entries. In theseresultsthe size of the LLB queueis kept constantwith 1024 entries. Fig-

ure 6.10(b)shawvs theresultswhenthe LLB queuesizeis variedfrom 512to 2048entries.In these
results thedictionarysizeis keptconstanwith 128entries.

FromFigure6.10we seethatthenumberof instructionsn the Logging phaséds boundby thedic-
tionarysizefor someapplicationsandby the LLB queuesizefor others.We obsere (Figure6.10(b))
thatthe numberof instructionsin the Logging phasefor RayTrace,FaceRe@ndBodyTrack did not
increasevhenthe LLB queussizeis increasedrom 512to 2048entries.On the otherhand, MPEG-
Enc, MPEG-DecandLU arelimited by the dictionarysize. This is evident from Figures6.10(a).
Sincethedictionaryis afully-associatre structure we have additionalpenaltyfor having largerdic-
tionary size. Therefore,we decidedto usethe LLB with 1024 entriesin the LLB queueand 128

entriesin thedictionary
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arch structure Percentageof
load instructions squashed

Decoder 0.34
INT ALU 0.34
Reg Dbus 2.68
Int reg 2.45
ROB 1.70
RAT 2.34
AGEN 2.07
Average 2.25

Table 6.1 Percentageof load instructions squashedduring diagnosis.

6.2.4 Overheadfor Ensuring Deterministic Replay

We evaluatethe overheaddueto the squashemtroducedby the loadinstructionsin the TMR phase
while ensuringdeterministicreplay (asexplainedin Section4.3.1). Table6.1 lists the percentagef
theloadinstructionghatweresquasheth theTMR phase Onaverage 2:25% of theloadinstructions

weresquashedyhichis fairly low.
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CHAPTER 7

CONCLUSIONS AND FUTURE WORK

7.1 Conclusions

Low-costhardware reliability solutionsthat do not rely on excessie redundang are becomingin-
creasinglyimportant. Recentadvancesn solutionsthatuseanomalousoftware behaior (or symp-
toms) to detecthardware faults appearvery promising. Thesesolutionsincur almostno overhead
duringthe commonfault-freecase relggatingmostof the overheado the rare caseof whenafault
is detectedHowever, the detectionranddiagnosigechniguedasedn this approacthave previously
only beenstudiedfor singlethreadedapplicationsunningon asinglecore. For thesemethodgo be-
comepracticallyuseful,they mustbe appliedto multicoresystemswith multithreadedapplications.

To the bestof our knowledge, this is the rst work that tacklesboth detectionand diagnosis
for faultsin multithreadedworkloadsrunning on multicore systemswithout the use of excessie
redundang duringfault-freeoperation It addressethechallengeof diagnosinghefaulty corein the
multi-core system,asthe assumptiorthatthe symptom-causingoreis faulty breakswhenthe fault
propagatefrom onecoreto another

We extendedhesymptomsdevelopedior singlecoresystemsandevaluatedhemin oursimulated
system.Ourresultsarepromising,andshav thatthe detectorhave a very high coverageof 98.8%at
alow SDCrateof 0.84%.

Further 95.7% of the detectedfaults subjectedo diagnosiswere successfullydiagnosed.Al-
thoughthis diagnosids rarelyinvokedin the eventof a fault, we optimizeour diagnosisalgorithmto
lower the diagnosidateng. On anaverage the diagnosisalgorithmsuccessfullydiagnose®6% of

thecaseswithin onemillion cycles(which corresponds 1mson 1GHzsystems)We alsooptimized
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ourtechniqudor minimal hardwareoverheadandreducethe overheado a mere2KB percore.

7.2 Limitations and Future Work

Fault detectioncoverage: We shawv thatthe SWAT approactto detecthardwarefaultsthrough
software-level symptomsrovideshigh coverageof 98.8%in multicoresystemsThis coverage
can further be improved by using iISWAT [26], and assertion-basethicroarchitecture-ieel

checlers[23]. iISWAT proposedheuseof likely programinvariantsasa symptomandshaved
that the silent datacorruptionscan be reducedsigni cantly therebyincreasingthe coverage.

Our detectorganalsobe complementeavith hardwarecheclers[23, 24] for highercoverage.

We believe thatformally deriving hardwarecheclersthatcandetecthardvwarefaultsthatescape

our symptomdetectorss a promisingdirectionfor futureresearch.

Faultdetectioratency Theapproactof SWAT is to watchfor softwareanomaliemassymptoms
of ahardwarefault. Sincesomefaultscanhave long lateng to detection,recoverability can
becomeanissue. Although we shawv that 98.8% of the unmaskd faults are detectedwithin

20 million instructions(Section6.1.2),therearefew caseq0.4% of unmaskd faults)thatare
detectedhfter20million instructionsandmayrequireadditionalsupporfor recovery. Compiler
assistedechniquesanbe usedto reducethe detectionlateng, similarto oneusedin iISWAT.

Using hardware checlers can also greatly reducedetectionlateny andis one of our future

work.

Diagnosability The iterative diagnosisapproactperformsdiagnosisghroughrepeatedeplay
of executionof small traces. Thesesmall tracesmay not fully utilize the microarchitecture.
Hencethefaultmaynotbeactivatedby thosesmalltracesesultingin nodiagnosisWe provide
atradeof betweenthe areaanddiagnosabilityin Section6.2.3,andshav a way in which the
numberof instructionsin eachtracecanbe maximized.We believe thattechniquesimilar to
oneexplainedin Section4.4.3canbe enhancedo furtherincreasehe numberof instructions

in eachtrace.

Reliable rmwareexecution Ourdetectiondiagnosisandrecosery mechanismarecontrolled

by rmw are. The rmw are providessufcient visibility of the softwareandhardwareto im-
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plementour low-costtechnique.We rely on reliable rmw are execution. In Section4.5 we
discussed solutionfor reliable rmw are execution. We believe this solution canfurther be

improvedto lower the executionoverheadwhichis oneof our futuredirections.

Off-core faults With the adwent of multicoreera,hardware faultsin off-core componentsre
becomingmore important. This thesisprovides a low-cost symptom-basedault detection
mechanisnthatis evaluatedin the context of in-corefaults. The applicability of this mech-
anismfor off-corefaultsis unclear After detectionthereis a needto identify the fault compo-
nent,andto the bestof our knowledge,thereis no work thatdistinguishe®ff-core faultsfrom

in-corefaults. Hencediagnosingoff-corefaultsis still a challenge We believe proving the ap-

plicability of SWAT anddesigninga diagnosisnechanisnfior off-corearepromisingdirections

for futureresearch.
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