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ABSTRACT

Continueddevice scalingis resultingin smallerdevices that are increasinglyvulnerableto errors

from varioussources,e.g.,wear-out andhigh energy particlestrikes.As this reliability threatgrows,

futureshippedhardwarewill likely fail dueto in-the-�eld hardwarefaults. A comprehensive relia-

bility solutionshoulddetectthe fault, diagnosethe sourceof it, andrecover the correctexecution.

Traditionalredundancy-basedreliability solutionsthathandlethesefaultsaretooexpensive for main-

streamcomputing.A promisingapproachis usingsoftware-level symptomsto detecthardwarefaults.

Speci�cally, theSWAT project[11] hasproposedasetof always-onmonitorsthatperformsuchdetec-

tionsat very low cost. In therareeventof a fault,a moreexpensive diagnosismechanismis invoked

alongsideacheckpoint/replay-basedrecovery procedure.

Previousstudies,however, werein thecontext of single-threadedapplicationson uniprocessors,

andtheir applicability in multicoresystemsis unclear. This thesisprovidesdetectionanddiagnosis

mechanismsfor hardware faults in multicoresystemsrunningmultithreadedapplications.For de-

tection,we augmentedthe SWAT symptomswith multicorecounterparts.Theseresultedin a high

coverageof 98.8%for permanentfaults,with a low 0.8%silentdatacorruption(SDC)rate.We also

show thatthesesymptomsareeffectivefor transientfaults.Theseresultsdemonstratetheapplicability

of symptom-baseddetectionfor faultsin multicoresystemsrunningmultithreadedworkloads.

Permanentfaultsrequirea diagnosismechanism,unlike transientfaults. In multicoresystems,a

fault in a coremayescapeto a fault-freecore,andthe lattermay resultin a symptom.This makes

permanentfault diagnosisa challenge. We proposea novel mechanismthat identi�es the faulty

core,with near-zeroperformanceoverheadin thefault-freecase.Our diagnosismechanismreplays

the executionfrom eachcoreon two othercoresandcomparesthe executions.A mismatchin the

executionsresultsin identi�cation of the faulty core. Our resultsshow that the proposeddiagnosis

techniquesuccessfullydiagnoses95.6%of thedetectedfaults.Wealsoshow that96%of thosecases
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werediagnosedwithin 1 million cycles.We achieve sucha high coveragewith low areaoverheadof

2KB percore,andwith minimal changesto theprocessordesign.Oncethefaulty coreis identi�ed,

we rely onpreviouswork to diagnosethefaultymicroarchitecturalunit.
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CHAPTER 1

INTRODUCTION

Drivenby Moore's Law, continuousdevice scalinghasprovidedever increasingsystemintegration.

However, thedecreasein device sizealsomakesfuturehardwaresusceptibleto faultsdueto various

phenomenasuchashigh energy particlestrikes,agingor wear-out, designdefects,infant mortality

dueto insuf�cient burn-in, andsoon [4]. As a result,in-the-�eld hardwarereliability is a growing

concern. Sincethis reliability threatis projectedto affect the broadcomputingmarket, traditional

solutionsinvolving excessive redundancy aretoo expensive in area,power, andperformance[2, 25,

35]. In a recentworkshop,an industrypanelconvergedon 10% areaoverheadtarget to handleall

possiblesourcesof erroron chip [28].

Two high-level observations,madeby [11], driveourwork. (1) Thehardwarereliability solution

shouldhandleonly thosefaultsthatpropagateto higherlevelsof thesystemandaffect thesoftware

execution. (2) Despitethegrowing reliability threat,fault-freeoperationremainsthecommoncase.

Hence,we mustoptimize for the fault-freecommoncaseandkeepthe costof the fault detection

mechanismlow.

Theseobservationsmotivatea fault detectionmechanism,that watchesfor anomaloussoftware

behavior usingzeroto low-costhardwareandsoftwaremonitors. With this approach,the fault de-

tectionmechanismis largely oblivious to theunderlyingfault mechanism.Suchanapproachtreats

hardwarefaultsanalogousto softwarebugs,potentiallyleveragingsolutionsfor softwarereliability

to furtheramortizeoverhead.A largebodyof prior researchhasexploredvariousformsof symptom-

baseddetection.Most of this work hasfocusedon transientfault detection[7, 8, 17,19, 22, 37, 39],

whichrequiresnoadditionalprovisionfor diagnosis.Otherstudiesexplorepermanentfaultdetection,

withoutexploringdiagnosis[15].
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Unliketransientfaults,permanentfaultsrequireadiagnosismechanism.A reliablesystemshould

be ableto diagnosethesourceof the failure, repair/recon�gurethe faulty unit, andrecover from it.

Therefore,the diagnosismoduleshouldidentify the sourceof the failure by identifying the faulty

hardwarecomponent(atcorelevel or atmicroarchitecturelevel).

To thebestof ourknowledge,theSWAT (SoftWareAnomalyTreatment)project[10, 11, 26] pro-

videsthemostcomprehensive explorationof theabove approachto date,incorporatingmethodsfor

detectionandhigh-level diagnosisof bothpermanentandtransientfaults.This work hasshown that

a small setof simpleandhigh-level detectors(Chapter2) canprovide very high detectioncoverage

at negligible cost[11, 26]. It hasalsoshown a synergistic diagnosisalgorithmto isolatethecaseof

permanentfaultsanddeterminewhichmicroarchitecture-level componentis faulty [10].

A currentlimitation of SWAT, andall of theabovecitedwork, is thatit assumesasingle-threaded

applicationrunningonasinglecore.However, for theforeseeablefuture,it is expectedthatmulticore

hardware and parallel software will be more prevalent. For techniquessuchas SWAT to have a

practicalimpact,they mustbedemonstratedto work on applicationsrunningonmulticoresystems.

A key challengeis that a fault in a coremay escapeto a fault-freecore(we call suchan event

ascross-core fault propagation), andthe lattermay resultin a symptomthatdetectsthe fault. This

makes diagnosishard,asonecanno longerassumethat the symptom-causingcore is faulty (this

assumptionis valid for single-coreexecutionsandis correctlyexploitedby SWAT). Furthermore,in a

multicoreenvironmentwherethefault is detected,thereis no known goodcore.Theexisting SWAT

systemrelieson isolatingsuchacoreandonperformingdeterministicreplayfor diagnosingthefault

at microarchitecture-level granularity. This isolation of the fault-freecore, from all the available

cores,is anotherkey challengethatthemulticorediagnosisalgorithmwouldhave to address.

This thesisinvestigatestheuseof theSWAT approachto detecthardwarefaultsandproposesa

novel approachto diagnosepermanentfaultsin multicorehardwarerunningmultithreadedapplica-

tions. In particular, we make thefollowing contributions.

� Detection: WeextendtheexistingSWAT detectorsfor multicoreprocessors,andevaluatetheir

effectivenessto detecthardwarefaultswith multithreadedapplicationsrunningonamulti-core

processorwith a real operatingsystem. The focusof our work is on permanentfaults, but

we alsoshow that this approachis effective for transientfaults. The augmentedSWAT de-
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tectorsprovide a high fault detectioncoverageof 98.8%,with a low Silent DataCorruption

(SDC) rateof 0.84%,for permanentfaults. The samedetectorsalsoprovide high coverage

for transientfaults,with low SDCrateof 0.5%. Theseresultsshow thatdetectinganomalous

softwarebehavior assymptomsof underlyinghardwarefaultsalsoworksin multicoreenviron-

ments.Further, 12.3%of theinjectedpermanentfaultscausesymptomsfrom fault-freecores,

con�rming thatthecross-corefault propagationis prominentin multicoresystems.Therefore,

the diagnosismechanismfor a multicoresystemshouldbe ableto diagnosefaultsthat cause

symptomson fault-freecores.

� Diagnosis: We proposea novel algorithm that distinguishesbetweenvariousfault sources

(transients,softwarebugs,permanenthardwarebugs)whena fault is detectedin a multicore

system.Most importantly, for permanenthardwarefaults,thealgorithmsuccessfullyidenti�es

thefaultycore.Thealgorithmdeterministicallyreplaysthefaultactivatingexecutionfrom each

coreon two othercores.Thealgorithmusesa checkpointanda buffer of theloadvaluesfrom

eachcoreto performdeterministicrollbackandreplayof executionon eachcore. It employs

a voting mechanismto comparethe threeexecutionsduring replay. Hence,a mismatchin

the replaywould result in a diagnosisdecision,identifying a faulty core. Out of the 7; 565

detectedpermanentfaultsthatweresubjectto diagnosis,thisalgorithmsuccessfullydiagnosed

95.6%of thefaults.In particular, all thefaultsthatresultedin symptomsin fault-freecoresare

successfullydiagnosedby thediagnosisalgorithm.Additionally, our resultsshow that96%of

the diagnosedcaseshave diagnosislatency within 1 million cycles(equivalent to 1msin a 1

GHz processor).We minimize the arearequirementof our techniqueto mere2KB per core,

with minimalchangesto theprocessordesign.

To the bestof our knowledge,this is the �rst work that providesa comprehensive solution to

low-costdetectionanddiagnosisof hardwarefaultsin multithreadedworkloadsrunningonmulticore

systems,without relying on expensive, always-onredundancy. This work usesredundancy only for

diagnosis,which is a rarecase.Fault-freeoperation,which remainsthecommoncase,continuesto

seenearzerooverhead.
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CHAPTER 2

RELATED WORK AND
BACKGROUND

Reliablesystemdesignhasbeena prominentareaof researchin computerarchitecture.Thereis a

large body literatureavailableon designingreliablearchitectures.HP NonStop[2] andIBM S/390

G5[35] areknown to providehighreliability throughredundanthardware.AustinproposedDIVA [1]

which checksevery retiring instructionfor errorsusingan ef�cient checker processor. Anotherap-

proachusestime redundancy for transientfault toleranceby replicatingtheprogramexecution[25].

Theseapproachesareexpensive in termsof area,power andperformance.Therehasbeena lot of

work on partialredundantthreadingarchitectures[9, 27, 31, 33, 36]. Most of theseapproachesstill

have high performancepenaltyfor thecoveragethey provide.

Therehave beenapproachesthatperformperiodicon-line testingof thestructuresin themicro-

processor[6, 30]. If a unit is found to be faulty, it will be repaired/recon�guredandexecutionwill

continueafterrolling backto apristinecheckpoint.Theseapproacheshave performanceoverheadin

thefault-freeexecution,which is undesirable.

The above mentionedapproacheshave performanceoverheadin the fault-freecommoncases,

increasewear-out, andincreasepower consumption. On the otherhand,the symptombasedfault

detectionanddiagnosismechanismshave almostzerooverheadin the fault-freeexecutionandthey

do not increasewear-out (no additionalcomputationis required).As mentionedin Chapter1, recent

researchhasfocusedon symptom-basedfault detectionmechanisms.To thebestof our knowledge,

the SWAT project provides the most comprehensive reliability solution basedon symptom-based

detectiontechniquesfor permanentfaults.Sinceourwork isbasedontheSWAT approach,weprovide

adetailedsummarytheSWAT project.
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2.1 SWAT: SoftWareAnomaly Treatment

TheSWAT projectinvestigateshow futurehardwarecanbeprotectedfrom in-the-�eld failureswith

verylittle overheadin area,power, andperformance.As mentionedin Chapter1, thekey observations

thatdrive thedesignof theSWAT systemare(1) hardwarefaultsneedto behandledby thereliability

solutiononly if they manifestandappearassoftwarebugs,and(2) thefault-freeoperationremainsthe

thecommoncase.Basedon thesetwo observations,SWAT useslow overheaddetectorsof software

anomaliesfor detectinghardwarefaults.Sincethediagnosisis rarelyinvoked,relatively high-costfor

diagnosisis acceptable.

2.1.1 Detection

SWAT detectshardware faultsby employing very low-costhardware monitorsthat detectanoma-

loussoftwarebehavior. Li et al. �rst proposedthefollowing simpledetectorsthat requirevery little

hardwaresupportandno softwaresupport[11]

1. Fatal-Traps: Trapssuchasdivisionby zeroandmisalignedmemoryaccess(in SPARC) arenot

thrown in normalexecutionandareindicatorsof anomaloussoftwarebehavior. Theseareused

aszero-costdetectors– thesetrapstransfercontrol to the SWAT �rmw arethat then invokes

diagnosis.

2. Hangs: Applicationandsystemhangsaresymptomsof anomaloussoftwarebehavior. SWAT

identi�es themusinga simplehardwarehangdetectorthat monitorsthe frequency of branch

instructions.

3. High-OS: OperatingSystemsaredesignedto incuraslittle performanceoverheadontheappli-

cationaspossible.Thus,abnormallyhighamountof time(morethan10,000instructions)spent

contiguouslyin theOS,exceptfor systemcallsandinterrupts,is consideredananomaly. This

detectorconsidersexcessive amountsof contiguousOSactivity (> 50k contiguousprivileged

instructions)asasymptomof a fault. Existingperformancecounterscantrivially identify such

scenarios.
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Oncea symptomis detected,control is transferredto the�rmw are,which initiatesthediagnosis

procedure.If thediagnosisprocedure(section2.1.2)determinesthatthesymptomwasnotcauseddue

to a hardwarefault, thesymptomis deemeda falsepositive of thehardwarefault. Fatal-trapsarenot

proneto falsepositives,whereas,hangsandhigh-OSareproneto falsepositives,asthey arebased

on heuristics. On identifying a symptomasfalsepositive, the diagnosisproceduremay adjustthe

thresholdsof thesedetectors.In general,thereis a trade-off betweenhow aggressive thesesymptom

detectorscangetandtherateof falsepositives.

Sahooetal. laterdevelopeddetectorsthatminedlikely invariantsfromtheapplicationandinserted

applicationcodeto monitor theviolation of theseinvariantsassymptomsof a hardfault [26]. This

detectorfurther reducedthe Silent DataCorruption(SDC) rate, improving the coverageof SWAT.

In addition, theseinvariantsincur low performanceoverheadsin fault-freeexecution(5% on x86

machines),renderingthemeffective monitorsfor faults.

We found that thehardware-onlydetectorsfrom [11] with modestextensionsworked very well

for our experiments.We do not exploreSahooet al.'s detectorshere,sincethey requireapplication

binarymodi�cations. Extendingsuchdetectorsto multithreadedapplicationsis a promisingareafor

futurework.

2.1.2 Diagnosis

Sincesoftwarebugs,transientfaults,andpermanentfaultsmayall resultin software-level symptoms,

thediagnosismoduleof SWAT shoulddistinguishthesourceof thefault. However, diagnosisis rarely

invoked; it canincur higheroverheads.SWAT assumesa singlethreadedapplicationrunningon a

singlecore,but assumestheavailability of anotherfault-freecoreto helpwith diagnosis.

TheSWAT diagnosisalgorithm(Figure2.1)reliesonrepeatedrollbacks/replaysonthefaultycore

(wherethesymptomis invoked) andanothercore(assumedto be fault-free)to distinguishbetween

the above threetypesof faults. The algorithmworks asfollows. (1) The executionis replayedon

the samecoreand if the symptomdoesnot recur, a transientfault is diagnosedandthe execution

continues.(2) If thesymptomrecurs,thena fault-freecoreexecutesthesametrace.If thesymptom

occursin thefault-freecore,thenthefault is diagnosedasa softwarebug. (3) If no symptomoccurs

in thefault-freecore,apermanentfault is diagnosedon theoriginal core.
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No symptom Symptom

Deterministic s/w or
Permanent h/w bug

Symptom detected

Faulty  Good
Core    Core

Rollback on faulty core

Rollback/replay 
on good core

Continue 
Execution

Transient or non-
deterministic s/w bug

SymptomNo symptom

Deterministic s/w bug, 
send to s/w layer

Permanent
hardware fault

Figure 2.1SWAT diagnosisalgorithm.

Onceapermanentfault is identi�ed in acore,Trace-BasedFaultDiagnosis(TBFD) is invokedto

diagnosethe permanentfault at the microarchitecture-level granularity. A successful�ne-grained

diagnosiswould repair (or recon�gure) only the faulty unit, without renderingthe core useless.

TBFD employs a synthesizedDual-ModularRedundancy (DMR) approachto compareandanalyze

the instructiontracesfrom the faulty and fault-freecore to pinpoint the faulty microarchitectural

unit. TBFD relieson cluesfrom the divergencesin thesetracesasmanifestationsof faults in the

microarchitecture-level structuresused.Usingtheseclues,TBFDidenti�es thefaultymicroarchitecture-

level unit. It hasbeenempirically shown that TBFD successfullydiagnoses98% of the detected

faults[10], makingit a highly effective diagnosismethod.

As discussed,we cannotdirectly apply SWAT's diagnosismechanism(TBFD) for a multicore

executionbecausethesymptominvoking coremaynotbethefaulty coreandwedo notknow which

core is fault-free. This thesispresentsa novel techniqueto identify the faulty core in a multicore

system.Oncethefaulty coreis identi�ed, SWAT's diagnosis(TBFD) canbeappliedto identify the

faulty microarchitecuralunit. We alsoprovide thealgorithmto distinguishbetweentransientfaults,

softwarebugsandpermanentfaultsin multicoresystems.
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2.2 Checkpointing Mechanism

Sinceourtechniquerequiresrolling backandreplayingtheexecution,weneedacheckpointingmech-

anism. Several techniqueshave beenproposedfor checkpointingfor the purposeof recovery from

hardwarefaults,suchasSafetyNet[34] andReVive[21]. Weareusingaschemesimilar to SafetyNet

to checkpointthememorystate.

2.3 Deterministic Replay

As discussedlaterin Chapter4,ourdiagnosisalgorithmrequirestheability to deterministicallyreplay

eachcore's executionin isolation from the other cores. Therehasbeenprior work on replaying

multithreadedworkloadsin thecontext of softwarebugdetection,suchasBugNet[18] andFDR[40].

In particular, BugNetdeterministicallyreplaystheprogramexecutionto �nd applicationlevel bugs.

BugNet recordsthe load memoryaccessesto deterministicallyrelay the execution. It optimized

the datarecordingmechanismby logging only the �rst loadsto a location, reducingthe log size

signi�cantly.

We leveragethe ideaof logging the load valuesto facilitatedeterministicreplay, as proposed

in BugNet. Thereare, nevertheless,signi�cant differencesin our work. Speci�cally, we replay

eachcore's executionin parallel with other cores,someof thesecoresmay be running the same

“trace”. This makesthevaluesfrom memoryuntrustable.Therefore,we cannotusetheoptimization

in BugNetof loggingjust the�rst loadsto a location;weneedto log all loads.However, loadvalues

show frequentvaluelocality (shown in [41]). Hence,we canusethedictionary-basedcompression

techniquefor storingtheloadvalues,similar to theonethatis usedin BugNet.
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CHAPTER 3

MULTICORE FAULT DETECTION

In order to detectfaults in multicoresystems,we �rst usethe SWAT hardware-onlysymptomde-

tectors,namely, Fatal-Traps,HangsandHigh-OS.Thesearedescribedin Chapter2.1.1From our

experiments,we foundtwo additionalsymptomsto bevaluable– PanicandNoForward Progress.

1. Panic: Whenan operatingsystemdetectsthat it is in an invalid state,a panic is initiated in

orderto minimizepotentialdamageto theuserdataandto facilitatedebugging.Systementers

an invalid statedueto fatal operationssuchasa readto an invalid or non-permittedmemory

addressfrom OS.Theequivalentin Microsoft Windows OSis the“Blue screenof Death”and

in Unix is “kernel panic”. In mostmodernoperatingsystems,this is a centralizedroutine,

whoselocationis commonlydisclosedfor thepurposeof reportingbugsin thekernel. Thus,

identifying this symptomrequiresminimal supportfrom the OS, which alreadyexists. The

faultsthataredetectedby Paniccanalsobedetectedby High-OSand/orHangs,but, with much

higherdetectionlatencies.

2. No-Forward-Progress: In multithreadedworkloads,a fault mayresultin the lack of forward

progressin theapplication,asthe threadsmaywait on eachotherinde�nitely. In this period,

noneof thecoresretireapplication-level instructions.We thusdetectNo-Forward-Progressin

theapplicationby monitoringfor excessively contiguousOS activity on eachcore. High-OS

from SWAT, wasmonitoringanomalousoperatingsystemactivity on eachcoreindependently,

whereas,No-Forward-ProgressmonitorstheOSactivity in all thecoressimultaneously. There-

fore, No-Forward-Progressis capableof detectingfaultsthat causelive-lock in the operating

system.
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With the additionof thesetwo symptomsto SWAT, we show that the SWAT approachcanbe

effective for multicoresystems.

Sincetheabove symptomsgave exceptionallyhigh coverage,we did not pursueresearchin de-

velopingnew symptoms.The likely programinvariants[26] canalsobeappliedasa detector. This

detectorcanimprove detectionlatenciesandreducesilentdatacorruptions.We leave this for future

work.
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CHAPTER 4

MULTICORE FAULT DIAGNOSIS

Sincewe detectfaultsby watchingfor symptomsof anomaloussoftwarebehavior, any underlying

faultcanmanifestasasymptom.Thediagnosisproceduremust�rst determinewhetherthesymptom

wascauseddueto a softwarebug, a transienthardwarefault, or a permanentfault – eachcategory

requiresadifferentsubsequentaction.

In particular, for a permanentfault, thediagnosisproceduremustdeterminewhich coreis faulty

andpossibly, which componentin thecoreis faulty. Dependingon theavailableoptions,the faulty

componentcanberecon�gured.In thiswork,weonly considerfaultsin thecore.Weassumeasingle

corefault model;i.e., at mostonecoreis faulty. SincetheSWAT symptommayhave beendetected

on a fault-freecoredueto fault propagationacrosscores(eitherthroughtheapplicationor theOS),

our diagnosissolutionmust�rst determinewhich coreis faulty. Oncethefaulty coreis detected,the

diagnosisproceduremustthendeterminewhich componentwithin the coreis faulty, dependingon

thegranularityof the�eld-recon�gurableunit.

Thekey insightbehindSWAT's diagnosisof single-threadedprogramsrunningon a singlecore,

TraceBasedFault Diagnosis(TBFD) [10], is that the executionthat generatedthe symptomcan

be usedasa testtraceto repeatedlyactivateany faultspresentto incrementallyperformdiagnosis.

TBFD repeatedlyreplaysthis executionon both the faulty core and a good core. Dependingon

whetherasymptomrecurson eithercore,thefault canbediagnosedasa softwarebug or a hardware

permanentor transientfault. For permanentfaults,SWAT inexpensively synthesizesDMR between

thetwo (faultyandgood)cores– acarefulcomparisonof theexecutiontraceson thetwo coresusing

theTBFD algorithmdetermineswhich microarchitecturalcomponentis faulty (seesection2.1.2for

moredetails). Note that TBFD assumesthat the faulty coreis identi�ed anda known goodcoreis

11



available.

A naive extensionof SWAT's diagnosisalgorithmfor a multithreadedexecutionrunningon N

coreswould usethis N -coreexecutionas the test trace. For identifying the faulty core, it would

rollbackthis executionandreplayit on a setof N goodcores.Thus,a naive algorithmmustassume

thatN known goodcoresareavailable,makingit tooexpensive.

A simpleoptimizationcanuseonesparecore,thatis known to begood,(atotalof N + 1 cores)to

do N replaysof themultithreadedapplicationwith differentsubsetsof N coresto identify thefaulty

core.Thedeterministicreplayof themultithreadedapplicationcanbedoneusingtechniquessuchas

BugNet[18] andFlight DataRecorder[40]. This is notascalablesolution,however, becauseit could

take up to N replaysto identify thefaulty core,furtherit alsorequiresa known goodsparecorejust

for thispurpose.

We proposeanalgorithmthatcandiagnosea faulty corein a systemof N cores,whereN � 3,

with a maximumof 5 (3 + mod(n; 3)) replays.We alsoeliminatethe requirementof a sparecore.

Thus,ouralgorithmis scalable.It doesnot requiresparesfor diagnosisandeliminatessinglepointof

failure(theknown goodsparegoodin thenaive algorithm).

4.1 DiagnosisAlgorithm

Oncea symptomis detected,all the coresarerolled backto the previous checkpoints,andthe di-

agnosisalgorithmis run to identify thefaulty core.We assumetheavailability of checkpoint/replay

mechanismin our system.Our algorithm(Figure4.1) performsfault diagnosisin threephases,de-

scribedasfollows:

1. Replay phase: All thethreadsare�rst replayedfrom therolled-backcheckpoint.If no symp-

tomoccursduringreplay, wediagnosethefaultasatransienthardwarefaultoranon-deterministic

softwarebug andcontinueexecution.If asymptomoccurs,thenit is causedeitherby aperma-

nentfault or a softwarebug. In thiscase,wemoveon to thenext phaseof diagnosis.

2. Logging phase: The executionis restoredto the previous checkpointandthe multithreaded

workload is replayedagain. This time, eachcore collectsthe valueandaddressof eachof

its retiring load instructionsin per-coreLoad-LogBuffer (LLB). Theselogs arethenusedto

12
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Figure4.1The diagnosisdecisiontree

deterministicallyreplaytheexecutionof eachcorein isolationin thenext phase.

3. TMR phase: In this phase,the executionfrom eachcoreis run on theedifferentcores.The

threeexecutionsarecomparedthroughavoting mechanism.Effectively, wesynthesizeTriple-

ModularRedundancy (TMR) for this phase.This phaseperformsTMR executionfor eachof

N cores,in thefollowing way:

� Thegivencore's stateis restoredto thepreviouscheckpoint.

� The samecheckpointandthe core's LLB from Logging phaseareloadedon two other

cores.

� The threecoresdeterministicallyreplay the executionof the given core by using load

valuesfrom theLLB buffer.

� Theexecutionof thethreecoresis compared,andadivergentcoreis declaredto befaulty.

If thereis nodivergencein any of theN cores'TMR executions,thenasoftwarebugis assumed

andcontrolis returnedto theappropriatesoftwarelayer.

This phasecanberun in parallelfor N /3 coresat a time.
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Figure4.2Diagnosismechanism

Figure4.2showsanexampleof thedescribeddiagnosismechanism.Here,asymptomis detected

in coreD , marked gray. After detection,all thecoresarerolled backfor theReplayphase. In this

case,thesymptomis detectedagainin coreD andthattriggerstheLoggingphase. In Loggingphase,

all the coresrecordtheir load valuesandaddressesin their respective LLBs (e.g., in L A for core

A, in Figure4.2). Again, the symptomis detectedin the Logging phasewhich triggersthe TMR

phase. ThecheckpointandLLB of coreA (CA andL A ) areloadedon coresA, B , andC for TMR

execution.Thesethreecoresstartexecutionfrom thecheckpoint,readingloadvaluesfrom LLB for

a �x ednumberof instructions.Thethreeexecutionstracesarecomparedfor diagnosis.In this case,

thereis no divergence,indicatingthatcoreA is not faulty. Similarly, theexecutionsfor eachof the

coresB , C andD arechecked. In thelaststepof theTMR phase,adivergenceis seen,andcoreD is

identi�ed asthefaulty core.

In the following text, we usethe term stepto refer to onereply. For example,oneTMR phase

consistsof 4 TMRsteps(from Figure4.2).

Thekey insightsbehindour techniqueareasfollows:

14



� Wereduceourproblemfrom thatof usinga testtraceof anN coreexecutionto thatof usinga

testtraceon asingleisolatedcore.Wedo this by usinganinsightfrom BugNet[18] – a single

core's executionfrom a multicoretracecanbe replayedin isolationby loggingall thevalues

readby theloadsin thetrace.

� If we assumethat at mosta singlecore is faulty, thenwe candeterminethe faulty coreby

synthesizingTMR on our system.We run the isolatedsingle-coretracewith the loggedload

valuesoneverysubsetof threecores.Any divergenceof theoutcomewithin asubsetindicates

a faulty core.

� Oncethefaulty coreis detected,we canapplySWAT's TBFD betweenthefaulty andanother

goodcore,to getdiagnosisat thegranularityof microarchitecture-level.

Thefollowing sectionsdescribetheLoggingandtheTMR phasesin moredetail.

4.2 Logging Phase

If the Replayphaseinvokes a symptom,the Logging phaseis performedto createlogs to enable

isolateddeterministicreplay for eachcore. The memoryaddressand memoryvaluesof the load

instructionsfrom eachcoreareloggedinto aper-corestructurecalledtheLoad-LogBuffer (LLB).

Theselogged< address,value> pairs in the LLB are suf�cient to replay the executionof that

core in isolationfrom othercores. (Although storingonly the load valuesin LLB is suf�cient for

the replay, logging the addresshelpsus in identifying faults in the address.This is explainedin

moredetail in Section4.3.) Sincethesharingbetweenthreadsin a shared-memorymachinehappens

throughmemory, loggingtheloadsfrom eachthreadis suf�cient for deterministicandisolatedreplay.

This logging continuesuntil eithera symptomis detected,or the samenumberof instructions

are committedas in the Replayphase(a symptommay not be thrown in the logging stepas the

microarchitecturalstateis not checkpointed,leadingto differencesin fault activations). Ideally, we

would want to log all the load instructions(in LLB) that leadto a symptom. Sincethe numberof

instructionsthatleadto symptomcanbelarge,therearepracticallimitationson thesizeof LLB. We

discussa way to handlethis issuein the Section4.4.1,whereas,in Section4.3 we assumethat the

LLB is unbounded.
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4.3 TMR Phase

The TMR phaseis the core of the diagnosisalgorithmto identify permanenthardware faultsand

softwarebugs. As previously discussed,replayin TMR modeis requiredin a multicoresystemin

orderto identify thefaulty core.

Sinceit is known thattheexecutionfrom Loggingphasehasactivatedthefault, thefundamental

ideathatis exploitedthroughoutthisphaseis to replaytheexecutionof acorefrom theLoggingphase

in thesamecore. For example,theexecutionof coreA in theLoggingphase,shouldbereplayedon

coreA alongwith two othercoresduringTMR phase.

4.3.1 Ensuring Deterministic Replay

After theLoggingphaseterminates,thecoresarerolledbackto theirpristinecheckpoints(processor,

andTLB state1). The loggedvaluesin the LLB then facilitatedeterministic,isolated,andmostly

parallelreplayfor eachcoreof themulticoresystem.To ensuredeterministicreplay, thevaluesof the

retiringloadinstructionshouldmatchtherecordedloadvaluesfrom LLB. Feedingthevaluefrom the

LLB to theloadinstructionscanbedoneatseveralstagesof thepipeline.Weoutlinetwo approaches:

� Theexecutionof theloadinstructionsis unaltered.Theloadinstructionsreadfrom thememory

duringexecutestage,andif thedestinationregistervaluesmatchthevaluesfrom theLLB then

theexecutioncontinueswithout interruption(in thisapproach,theLLB recordsthedestination

register valuesduring Logging phase). The valuesfrom LLB may not matchthe valuesof

destinationregistersof theretiring loadinstruction,becausetheexecutionfrom othercoremay

have written to the sameaddress.In this case,the destinationregistersarepatchedwith the

valuesfrom LLB andthepipelineis squashed,to ensurethat thesubsequentinstructionsthat

usetheseregistersassourcewill get thecorrectvalue. In this approachthedesignof theLLB

remainssimplesincethe LLB canbe implementedasa queue.Therearetwo disadvantages

to this approach:(1) The diagnosislatency possiblyincreasesif thereis repeatedsquashing.

(2) Diagnosabilitymayalsobelost becausefaultsin themicroarchitectureareclearedon each

�ush.
1TLB missesarefrequentin faultyexecutions[39], andwehave alsoobservedthatsigni�cant numberof detectionsare

initiatedby TLB misses.Hence,to replaytheexecutionof a TLB misswecheckpointTLB state.
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� TheLLB storesthememoryvaluesreadby theloadinstructionsduringtheLoggingphase.In

theTMR phase,theloadinstructionsreadfrom theLLB insteadof readingfrom memory.

This canbe implementedwith minor changesto the pipeline. In the TMR phase,the load

instructionsaregivenaLLB queuepointerat thedecodestage.Thispointeris usedby theload

instructionto obtaintheloadvaluein theexecutestage,insteadof readingfrom memory. The

loadinstructionsuccessfullyretiresif theLLB queuepointermatchesthetopof theLLB queue.

If theLLB queuepointerdoesnotmatchthetopof theLLB queue,thepipelineis squashedand

theLLB readpointeris reset.In mostof thecases,theLLB queuepointermatchesthetop of

theLLB queue.In a rareeventof branchmis-prediction,theLLB queuepointercanmismatch

thetopof thequeue,causingasquash.

TheLLB queuepointeris updatedin thedecodestagewith theaccesssizeof theloadinstruc-

tion. ThesubsequentloadinstructionsusetheupdatedLLB queuepointer. In somecases,the

accesssizeof the load instructionscannot be determinedat the decodestage(e.g., for load

alternateinstructionsthe accesssize is computedin the executestage). For this reason,the

LLB queuepointer is corruptedandthe subsequentload instructionswould potentially read

wrongvalues.This is anotherscenariowhentheloadinstructionswouldbesquashed.

Thisapproachgreatlyreducesthenumberof squashes.Weanalyzetheoverheaddueto squash-

ing in Chapter6. A disadvantageof this approachis that theLLB designmaygetmorecom-

plicateddueto theadditionalability to readfrom anarbitraryindex of theLLB queue.

In ourexperiments,weusethesecondapproachbecausewebelieveit reducesdiagnosislatency

with minimaladdedcomplexity.

TheTMR phasehasthecapabilityto reducethediagnosislatency by intelligently selectingthe

orderof thecoresfor replay.

4.3.2 TMR Policy

The TMR policy groupsthe coresinto setsof 3, resultingin N=3 groups,assumingon total of N

cores. EachgroupperformsTMR in parallel,while the remainingoneor two coresperformTMR

afterall thegroupshave �nished.
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Figure 4.3The TMR phaseof the diagnosisalgorithm. (a) shows an exampleTMR policy with
a 4-threadedworkload on 4 cores,while (b) showsthe various points at which the replaysin the
TMR phaseare compared for diagnosis.

In eachTMR group,thethreecores,A, B , andC, replaytheexecutionof oneof thecores,say

A, from A'scheckpointdrivenby thesameloadvaluesfrom A's loadlog buffer (LLB).

Given the checkpointsof A, B , andC, namely, CA , CB , andCC , the coresA, B , andC all

executefrom CA , thenCB , andthenCC . This ensuresthatthefaulty corewill replayits own faulty

executionandthusit will likely activatethefault again,improving thechancesof correctdiagnosis.

Overall, this resultsin 3 + 1 = 4 TMR steps,exceptfor thespecialcasewhereN = 5. 5 TMR

stepsarerequiredin suchcase,sincethe2 remainingcorescannotbecheckedin parallelbecauseonly

oneTMR groupcanbeformedat any given time. Figure4.3(a)shows anexampleof this grouping

andreplayin a4 coresystem.

While a linearpolicy of replay(�rst replayCA , thenCB , andthenCC on thegroupwith cores

A, B, andC) will work, we canuseadditionaloptimizationsin this selectionpolicy to reducethe

numberof TMR stepsfor diagnosis.For example,for programsthathave minimalsharing,it is most

likely that the symptomcausingcoreis the faulty core. Thus,if the symptomcausingthreadwere

�rst replayedin theTMR stepin thegroupthatcontainsthesymptomcausingcore,thenumberof

replaysincurredmaybe further reduced.However, for programsthathave high amountof sharing,

otherpoliciesmaybemoreeffective.

For many-coremachines,theTMR policy maychooseto replaytheexecutionon thecoresthat

arecloseto eachotherto reducetheoverheadincurreddueto thelonglatency transfers.For example,

in aclusteredmachine,anintelligentTMR policy wouldreruntheexecutiononthecoresin thesame
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cluster.

4.3.3 Comparing TMR Executions

In the TMR replay, the threadsare run in isolationof eachotherandof memory. Sincethe LLB

hasa log of all the load instructionsof that thread,it feedsall the destinationregistersof the load

instructionswith thecorrectvalues.Storesarenotallowedto write theirvaluesto memoryin orderto

avoid any memorycorruption.This is crucialbecausewedo not checkpointmemorystateat theend

of theLoggingstep.We want thememorystateto be in tact for thenext Loggingstepto mimic the

samebehavior astheReplayphase.The replaysof thesamethreadon the threecoresarerecorded

andcomparedfor divergenceat theendof eachTMR step.

Comparingthe tracesof all retiring instructionwould certainly result in successfuldiagnosis.

However, sinceunmasked faultseitheraffect dataor controlvalues,we needto minimally compare

only loads,storesand branchesin replay. We presenta detailedstudy in Chapter6 showing the

limitationsof comparingonly theloads,storesandbranches.Further, sincetheLLB alreadylogsthe

correctaddressanddataof theloadinstruction,everyloadneednotbecompared.Suf�cient diagnosis

informationis achieved from only thoseloadsthatmissin theLLB (explainedbelow). Thesethree

criteriaform thebasisof ourcomparisonsduringreplay, shown in Figure4.3(b).

1. Store instructions: Addressanddatavaluesgeneratedby the storesin eachcore(which are

not sent to memory)are loggedfor comparison. A mismatchin thesevaluessigni�es the

propagationof thefault to a storeinstruction,leadingto diagnosingthecorewhich generated

themismatchingstoreto have apermanentfault.

2. Branch targets: Faultspropagatedto controlinstructionscanbeidenti�ed by loggingandcom-

paringthe target PCsof branches.Again, the corethat generatesthe divergent instructionis

identi�ed to befaulty.

3. Loadsthat missin the LLB: An interestingscenarioin the TMR stepis whena load address

in thereplaydoesnot matchtheonein theLLB. Sincetheseindicatesomeform of erroneous

behavior (in eithertheLLB or in there-execution),thediagnosisalgorithmwouldsuccessfully

diagnosefaultsin amismatchevent. If thesemismatchesarenotusedfor comparison,thefault
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maybeundiagnosablebecauseit maynot propagateto storesor branches.For example,if the

fault is in theunit thataffectstheloadaddresses(addressgenerationunit or integerALU), then

notstoringtheaddressin theLLB would leadto ahit, andhencewe losediagnosability. Since

theaddressof theloggedloadis requiredto identify a hit or a missin theLLB, it is necessary

to storethe loadaddressto identify suchfaults. Hence,we log theaddressof the loadsin the

LLB.

The corethat generatedthe missis immediatelystoppedfrom executingany further instruc-

tions,andthediagnosisalgorithmwaitsuntil all theothercoresin this groupreachthesame

load(coresthathave alreadypassedtheseloadscanalsobestoppedasthecorrespondingload

hit in theLLB, which is suf�cient informationfor successfuldiagnosis).Threepossiblesce-

nariosof suchmissesarepossible.First, if all thethreeloadsin thereplaymissin theLLB, it

is becausetheLLB wasincorrectlypopulated,resultingin diagnosingthecorethatgenerated

that traceasfaulty. Second,if loadsfrom two replaysmissin theLLB but the third onehits,

this implies that theLLB containsfaulty loadinformationandthusthecorethat logs thedata

into theLLB is faulty. Thisis possibleonly whenthecorethatproducedthehitting loadis both

faulty andthecorethat initially ran thethreadthat is beingreplayed.Hence,this coreis then

diagnosedasfaulty. Finally, if two loadshit, but thethird onemisses,thecoregeneratingthe

missingloadis diagnosedasa faulty core.

Thereareseveralwaysto collecttheexecutionto becompareat theendof eachTMR stepduring

theTMR phase.Weoutlinetwo approaches:

1. Sincediagnosisis notperformancecritical, wecancollecttheexecutionentirelyin memoryor

cache.An ef�cient alternative would be to collect theexecutionin a smallbuffer and�ush it

periodicallyto thememory. TBFD [10] usesthisapproach.

2. Hardwaresignaturescanbe exploited for collectingthe valuesfrom the execution. A bloom

�lter basedhashingfunction[3] canbeusedwherethecomparisonof severalvaluescanbedone

in singleoperation. Therehave beenseveral techniquesthat usesignaturesto disambiguate

addresses[5, 42, 29]. Anotherapproach,Fingerprinting[32], usesa �ngerprint (computed

usingalinearblockcodesuchasCRC-16)to summarizeseveralinstructions'stateinto asingle
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value. Usinghardwaresignaturesis inexpensive andalsoreducestheoverheadof comparing

the entiretraceaftereachTMR stepto merelyfew operations.Hence,we believe the useof

signaturescanbeeffective in our technique.

In ourexperiments,wedonotmodelthecollectionandcomparisonof theTMR executionsaccu-

rately.

Sincewe have Triple Modular-Redundancy, even the �rst divergenceon any of theabove men-

tionedcriteria leadsto a successfuldiagnosis,resultingin a terminationof thediagnosisalgorithm.

Sincewe have now identi�ed a faulty coreandat leastonefault-freecoreis available,�ne grained

microarchitecture-level diagnosiscanbe invoked [10]. We, however, do not reportthis stepin our

resultsaswecandirectlyuseexistingwork for thispurpose.

4.4 Optimizations to ReduceHardwareOverhead

The previous sectionshave explainedthe fundamentalconceptsusedin our diagnosismechanism,

ignoringconstraintsonarea,power, andperformanceoverhead.Thissectiondiscussesoptimizations

thatcanbeeasilyincorporatedin presentsystemswith minimaladdedcomplexity, andthatcanreduce

theoverheadin termsof area,power, andperformance.

Theidealizedtechniqueexplainearlier, logstheentireexecution(in LLB) till a symptomis seen,

requiring large LLB. Hence,reducingthe LLB size is crucial for our techniqueto be practically

applicable.Toexplaintheseverity of theproblem,let usassumeacasewherethesymptomis detected

after1 million instructions(8%of ourdetectedfaultshave latency higherthan1 million instructions).

Also conservatively assumethat25%of theinstructionsareloads.In thiscase,theLLB shouldhave

250; 000entriesstoringbothaddressandvalue(64bitseach).Thisis 16MB percore.Hence,reducing

theLLB sizeis crucialfor our technique.

4.4.1 Iterati veDiagnosisApproach

To reducethe hardwarerequirementof our technique,we proposean iterative approach wherethe

LoggingphaseandtheTMRphasearereplayedrepeatedlyonshorttracesuntil divergenceis observed

or aprede�nedmaximumnumberof instructionsareexecuted.In theiterative approach,thedecision
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of whenthecoresshouldrollbackto starttheTMR phaseaftertheLoggingphaseis madedepending

on oneof thefollowing conditions:

� LLB is full: If the LLB �lls up, successive load valuescannotbe logged. Hence,the TMR

phasestarts.

� Symptomis detected:TMR phasestartson seeingasymptomin theLoggingphase.

� Logging thresholdis reached: If theexecutionexceedsaprede�nedthresholdandnosymptom

is seen,thediagnosisstopsandidenti�es thiscaseasanon-deterministicsoftwarebug. A symp-

tom may not be thrown in the logging stepbecauseof microarchitecturalnon-determinism,

leadingto differencesin fault activations.This is oneof thelimitationsof our technique.

Our iterative approachreplaystheLoggingandTMR phasesrepeatedly. Eachiterationconsists

of oneLogging phaseandoneTMR phase.At the endof eachLogging phasethe processorstate

andthe TLB stateis checkpointed,to resumethe executionin next iteration. We checkpointTLB

stateto ensuredeterministicreplayin theTMR phase.An examplerun of theiterative mechanismis

explainedin Figure4.4. Thisexamplehasfour cores,similar to ourpreviousexamples.Theiterative

diagnosismechanismproceedsasfollows:

All thecoresarerolled backto the pristinecheckpointsafter the replayphaseandthe Logging

phaseof the�rst iterationstarts.

Iteration 1:

1. TheLoggingphaseterminatesbecausetheLLB �lled up. RecallthattheLLB is limited in size,

andcanonly recordvaluesfrom a limited numberof loadinstructions.

2. Theprocessorstate(registerstateandtheTLB state)(PS)is checkpointedandtheTMR phase

is initiated.

3. TheTMR phasecontinuesandit hasfour steps,onefor eachof the four cores(we call them

TMRsteps).

4. No divergenceis seenat theendof theTMR phase.Hence,thenext iterationstarts.

Iteration 2:
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Figure 4.4The Iterati ve Multicor e DiagnosisMechanism

1. TheLoggingphaserestartswith thecheckpointedprocessorstate(PS)andclearLLBs.

2. TheLoggingphaseterminatesdueto full LLB andthenext TMR phaseis initiated.

3. At theendof secondTMR stepin theTMR phase,adivergenceis observedandthefaultycore

is identi�ed, leadingto successfuldiagnosis.

With thenew iterative approach,thediagnosisdecisiontree(Figure4.1)changesFigure4.5. The

only changein the diagnosistree is to checkfor the terminationcondition (a symptomin in the

Loggingphaseor if theloggingthresholdis reached)aftertheTMR phase.If nodivergenceis found

aftertheTMR phaseandtheterminationconditionis reachedaftertheTMR phase,thenweconclude

that thereis a software bug and let the upper layersof the software handleit. If no termination

criterionis satis�edafterTMR phase,thenthediagnosiscontinuesaftertheTMR phaseasexplained

above until theterminationcriterionis satis�ed.

4.4.2 Advantagesand Disadvantagesof Iterati veApproach

Theadvantagesof theiterative diagnosisapproachareasfollows:
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Figure4.5The DiagnosisDecisiontreefor Iterati ve Multicor e DiagnosisMechanism

� Thehardwarerequirementof theLLB is controllableandcanbebroughtdown to a merefew

kilobytes(2KB) percore.

� Only the processorstateand the TLB stateneedto be checkpointed.There is no needto

checkpointmemorystateduringLoggingandTMR phase.Storeinstructionsarenot allowed

to write to memoryduringTMR phase;hencethememorystateis untouchedfrom oneLogging

phaseto theother, releasingtherequirementof checkpointingmemorystate.

� Thediagnosislatency is shorterfor thecaseswherethefault is activatedearlyin theexecution,

becauseweneednotwait until thesymptomis detectedto performtheTMR phase.

Thisapproachhassomedisadvantages,whicharelistedbelow:

� Theoverheadto transfertheLLB contentsandtheprocessorstate(registersandTLB contents)

across-coresmustbeincurredat theendof everystepin thediagnosisprocedure.

� Diagnosabilitymaybesomewhatcompromisedbecausethemicroarchitecturestateis discarded

at theendof eachLoggingphase.Thefaultsthatareactive in themicroarchitecturestatebut

have not madeit to thearchitecturestatewill be �ushed out. Also, therearecaseswherethe
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<value>
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Figure 4.6Designof Load-Log Buffer (LLB)

fault maynot beactivatedbecauseof thesmall traceperiteration.Sincethemicroarchitecture

is not fully utilized in smallinstructionstraces,therewill befewer fault activationswhichmay

leadto no diagnosis(e.g.,RAT andInteger registerfaults). Becauseof thesereasonswe want

to maximizetheinstructionsin theLoggingphasein agiveniteration.

4.4.3 LLB Design

TheLLB requirementshave automaticallygonedown becausewe recordtheloadvaluesfor limited

numberof instructionsin theiterative approach.At thesametime,wewantto maximizethenumber

of instructionsin Loggingphase.The following sectionexplainsthedesignof LLB that canaid in

maximizingthenumberof instructionsin Loggingphase.

During theLoggingphase,the< address,value> pairsareloggedin theLLB. This informationis

suf�cient to replaytheexecutionof thatcorein isolationfrom othercores.

Dictionary basedcompression:It hasbeenshown thatloadvaluesexhibit high valuelocality [41],

thatis, mostof theloadvaluescanbecapturedusinga smallnumberof frequentlyoccurringvalues.

Hence,we usea dictionaryto recorddistinct loadvalues,andusea queuethatstoresthepointersto

entriesin thedictionary. Thismethodreducesthesizeof LLB signi�cantly. Thismethodof dictionary

basedcompressionwaspreviouslyusedin BugNet[18].

In ourapproach,we usea128-entryfully associative tableasa dictionary. This dictionarystores

the loadvalues.Eachentryof thedictionaryis a 64-bit value. Along with thedictionary, we usea
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1024entryqueue(calledLLB queue) thatstorespointersto entriesin thedictionary.

Sincestoringthe64-bit addresswith eachloadvaluecanbe demandingon area,we proposeto

storeonly theparityof theaddress.Werequireaddressonly to identify ahit or amissin LLB during

TMR. Insteadof storingaddressA is LLB duringLoggingphase,westoretheparitypA . In theTMR

phaseif theaddressof theloadinstructionis A, thenthesameparity is generatedandit is considered

ahit in LLB. Ontheotherhand,if theloadinstructiontiresto accessaddressB , andif addressA and

B differ in oddnumberof bits thenthepA will notbeequalto pB , resultingin aLLB miss.Thecase

whenaddressA andB differ in evennumberof bits,boththeparity bits would match,andit will be

considereda hit. Hence,we may losediagnosability. Since,we areusinga single-bitfault model,

it is uncommonto have multiple bit �ips in the address.Thereis a trade-off betweenthe areaand

diagnosability, wechooseto reduceareabecauseit is ourprimaryconcern.

Hence,we storeonly theparity (1-bit) insteadof storingtheentireaddress(64-bits).We believe

that even if thereis a hit in theTMR phase(for address,which wassupposedto miss),it will cor-

rupt the LLB valuesfor the future load instructions,andwe canstill diagnosethe fault. From our

experimentsit is evidentthatstoringonly theparity is theright trade-off to make.

Therefore,theLLB queueentrystores7-bitsfor theindex into thedictionary, and1-bit for parity

of theaddress,which totalsto 8-bits.Thestructureof theLLB is shown in Figure4.6

Thereareseveralpossiblevariationsof thedictionaryapproach.Weanalyzethedictionarybased

compressionmechanismwith anothervariantin Chapter6. We alsoexploretheeffect of varyingthe

LLB sizewith differentdictionarysizesandLLB queuesizesin Chapter6.

4.5 Firmwar e

Themulticorediagnosisalgorithmis implementedin �rmw are.Sinceaknown fault-freecoreunavail-

able,we ensurethecorrectexecutionof thediagnosisalgorithmin �rmw areby redundantexecution

on threecores.A fault detectionon a coreresultsin interruptson threeothercores,wherethecon-

trol transfersto thediagnosis�rmw are. Thesethreecoreswill executethe instructionsin lock-step,

which canbeemulated,to ensurethecorrectnessof the�rmw are.Notethattheredundantexecution

is requiredonly in therareeventof fault detection.
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CHAPTER 5

EXPERIMENT AL METHODOLOGY

An idealevaluationof theabovediscussedtechniquesto detectanddiagnosefaultsin multiprocessor

systemswould entail an implementationin the �rmw areof a real machineandevaluatingit under

real faults injectedin hardware. However, the limited controllability andobservability offeredby

a modernprocessorwould greatlylimit our ability to inject andtrack faults. Potentially, we could

usean FPGA-basedplatform like CrashTest [20] for this purpose.Unfortunately, the limit in size

of FPGA would not allow us to directly studya multicoresystemconsistingof superscalarout-of-

orderprocessors.Hence,we usesimulationsto evaluateourscheme.Sinceit is importantto observe

themisbehavior of both theapplicationandtheOSafterhardwarefaultsareinjected,thesimulator

mustrun fastenoughto capturetheseeffects.Hence,we choosea microarchitecturalsimulatorover

gate-level simulators.Ourmethodologyis similar to thatusedfor SWAT [11, 10].

5.1 Simulation Envir onment

Weperformmicroarchitecture-level timing simulationof achipmultiprocessorby usingtheWiscon-

sin GEMS timing simulatorsfor the processorandmemory[13], in conjunctionwith the Virtutech

Simicsfull systemfunctionalsimulator[38]. In this full-systemsimulationenvironment,wesimulate

a 4-coresharedmemorychip multiprocessor, whereeachcoreis a modernout-of-ordersuperscalar

processorwith a privateL1 cache.Table5.1givestheparametersof thesimulatedsystem.

Werunarealoperatingsystem(OpenSolarisonSparcV9 ISA) within thissimulatedenvironment

andstudythebehavior of severalmultithreadedworkloadsfrom two benchmarksuitesunderfaults.

Table5.2givesabrief descriptionof the6 multithreadedworkloadsweuse,alongwith theinputsizes

thatwe study.
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BaseProcessorParameters
Frequency 2.0GHz
Numberof cores 4

Per-coreparameters
Fetch/decode/execute/retire 4 percycle
Functionalunits 2 Int add/mul,1 Int div

2 Load,2 Store,1 Branch
2 FPadd,1 FPmult
1 FPdiv/Sqrt

IntegerFU latencies 1 add,4 mul, 24div
FPFU latencies 4 default,7 mul, 12div
Reorderbuffer size 128
Register�le size 256integer, 256FP
Load-storequeue 64entries

Memory Hierar chy Parameters
DataL1 (private) 64KB
InstructionL1 (private) 64KB
L1 hit latency 1 cycle
L2 (Uni�ed) 4MB
L2 hit latency 6 cycles
L2 misslatency 80cycles

Table5.1Parametersof the simulatedprocessor.

Suite Workload Sizeof input

AlpBench

RayTrace a teapotscene(2560� 2560)
FaceRec 173images(130� 150)
Mpeg-Encode 32HD frames(1920x1080)
Mpeg-Decode HD Mpeg videow/ 128frames

SPLASH-2 lu 1600x1600matrix

PARSEC
Body-track 4 cameras,4 frames,

4000particles,5 annealinglayers

Table5.2Workloads and input sizesusedin fault injections.
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� arch structur e Fault location
Instructiondecoder Input latchof oneof thedecoders
IntegerALU Outputlatchof oneof theintegerALUs
Registerbus Buson register�le write port
Physicalintegerregister�le An integerphysicalregister
ReorderBuffer (ROB) Source/destinationregisternumberof aninstr in ROB entry
Reg Alias Table(RAT) Logical! physicalmappingof logical register
Addressgenunit (AGEN) Virtual addressoutput

Table5.3Fault injection locations.

TheGEMS+ Simicsinfrastructureis basedon the timing-�rst approachfor simulation[14]. In

this approach,an instructionis �rst executedby thecycle-accurateGEMStiming simulator. When

GEMS is readyto retire this instruction,Simics, the functionally accuratesimulator, executesthe

sameinstruction. The resultingstatesarecomparedand in the casethat they don't match(which

mayarisebecauseGEMSdoesnot implementa smallsubsetof infrequentlyusedinstructionsin the

SPARC ISA), the stateof the timing simulatoris updatedfrom the functional simulatorwhich is

assumedto beaccurate.

An injectedfault in our simulationsmay, however, also result in this mismatch. For our fault

injections,we inject a singlefault into thetiming simulator's microarchitecturalstateandpropagate

thefaultyvaluesproducedthroughthesystem.Whenamismatchin thearchitectural stateof Simics

andGEMSis detected,thestateof Simicsis synchronizedwith thefaultystateof GEMS.Otherwise,

thearchitecturalstateof GEMSis updatedfrom Simics,upholdingthetiming-�rst paradigm.

5.2 Fault Injection

In thisstudy, we focuson thesystem-level propagationof permanentfaultsin theprocessorcorethat

resultin in-�eld failures. Prior studiesattribute thecauseof suchpermanentfaultsto wear-out and

infant mortality dueto insuf�cient burn-in. Suchphenomenaareexpectedto becomeincreasingly

prevalentwith continuedCMOSscaling[4]. We modelsuchfaultsasstuck-atfaults(bothstuck-at0

andstuck-at1) at the latchlevel. As mentioned,ideally, it is desirableto inject stuck-atfaultsat the

gatelevel for modelinglogic faults.However, doingsowill requiretheuseof a gate-level simulator,

which is too slow for observinghow the fault propagatesandmanifestsassymptoms.Hence,we

approximatethestuck-atfaultsin thelogic asstuck-atfaultsat thelatch.
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For eachexperimentalrun, we inject onefault into a microarchitecturalstructurewithin oneof

thecoreswhile a multithreadedapplicationis runningon all coresof theprocessor. In particular, we

injectfaultsinto 7microarchitecturalcomponentsof all 4 coresof thesimulatedprocessor(Table5.3).

We usethestuck-atfault modelto inject faultsin variouslatchesin themicroarchitecture.For each

application,we �rst pick 5 baseinjection points(or phases)that aresuf�ciently spacedapartfrom

eachotherto capturethedifferentphasesof theapplication's execution.In eachphase,for eachfaulty

structure,we pick 5 spatiallyrandominjection points(e.g.,5 differentphysicalregisters,etc.) and

inject both stuck-at-0andstuck-at-1faults. This give us a total of 8,400faults(6 applications� 5

phases� 4 cores� 7 structures� 5 spatialpoints� 2 faultmodels),astatisticallysigni�cant sample

thatyieldsanerrorunder0.6%at 95%con�denceinterval for thefault coverage(de�ned below) for

any structurein ourexperiments.

We alsoperformed4,200transientfault injections(singlebit-�ip) in the samephasesof appli-

cationsandmicroarchitecturalstructuresasdescribedabove. Since,we have only onefault model,

unlike permanentfaults,thenumberof fault injectionsarefewer.

5.3 Fault Detection

We detecttheinjectedfaultsusingsymptomsof anomaloussoftwarebehavior. Chapter3 detailsthe

symptomdetectorswe usefor our multithreadedworkloads.Thethresholdfor theHigh OSdetector

is setat 50,000instructions,a highervaluethanthat usedin single-threadedapplications(previous

work usedavalueof 20k instructions[11]) assynchronizationin themultithreadedworkloadsresults

in high OSactivity on average.Thethresholdfor theNo-Forward-Progressdetectoris setat 20,000

instructionsfor eachsimulatedcore.Notethatall thecoresshouldsimultaneouslyretireconsecutive

20kOSinstructionsto triggerNo-Forward-Progress.

Thesedetectorsrequirezerotominimalhardwareoverhead,with only thePanicdetectorrequiring

(alreadyexisting) supportfrom the OS.Additionally, thesedetectorspresentnear-zerooverheadin

fault-freeoperation,consistentwith ourmotivationof optimizingthefault-freecase.

After a fault is injected,we simulatethesystemfor an interval of 20 million instructions(com-

prisedof bothapplicationandOSinstructions)because20 million instructionsaredeemedrecover-

able.If thefaultdoesnotcorruptthearchitecturalstate(stateof registersandmemory)in thisinterval,
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thefault is saidto bearchitecturallymasked.Faultsthatarenotmaskedin this interval continueto be

simulatedin detail for at least20 million instructionsfrom thetime thefault corruptedarchitectural

state(referredto as the fault activation). During this time, they aresubjectto detectionusing the

above detectors.If theactivatedfaultsarenot detectedin this 20M instructionwindow, we continue

simulationof theapplicationin functionalmode(with theSimicsfunctionalsimulation)until theap-

plicationcompletesor a symptomis detected.Thesecasesarenot accountedtowardsfault coverage

becauseit is not deemedrecoverable.This allows usto identify application-level maskingandsilent

datacorruptions(SDC). Thefault is not active in this durationof functionalsimulation,resultingin

the permanentfault behaving like an intermittentfault for the detailedsimulationwindow of 20M

instructions.

Themetricsusedto evaluatetheef�cacy of thesymptomdetectorsarecoverage, SDCrate, and

latency.

Coverageis thepercentageof unmasked(ignoringarchitecturalandapplicationmasking)faultsde-

tectedwithin 20 million instructionsonly.

Coverage =
Total f aults detected

Total inj ections � M asked f aults

wheretheMaskedfaultsarefaultsmaskedby eitherthearchitectureor theapplication.

SDC rate is thefractionof thenon-maskedfaultsthatresultsin SDCs.

Detectionlatencycomputationis abit moreinvolvedasthefaultmaybedetectedin a fault-freecore

thatwasnot injectedwith thefault. If thefault is detectedin thefaulty core,thelatency is measured

in termsof theinstructionsbetweenthetimethearchitecturalstateof thiscorewascorruptedandthe

symptomis detected.However, if thedetectionis in afault-freecore,weidentify theinstructioncount

on thefault-freecoreat which thearchitecturalstateof thefaulty coreis corrupted,andwe measure

latency from that point. We measurethe latency in termsof the total numberof instructionsfrom

architecturestatemismatch(eithertheOSor theApp) to detectionto understandthe recoverability

of thedetectedfaults.
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5.4 Fault Diagnosis

Checkpointing support for rollback: Thediagnosisalgorithmrequiresall threadsof theexecution

to be rolled backto a consistentfault-freecheckpoint. In our experiments,the systemstateat the

beginning of the fault injection run is checkpointed.We usea schemesimilar to SafetyNet[34]

wheretheregisterstateis checkpointedbeforetheexecutionandtheoriginal stateof thecachesand

thememoryis loggedwhenever acacheor memoryline is modi�ed for the�rst time.

Logging phaseand LLB : ThediagnosisalgorithmperformstheLoggingphaseto populatetheLLB

with load valuesaccessedby the execution. In our microarchitecturalsimulator, few instructions

areincorrectlyimplemented.For theseinstructionswe recordthevaluesfrom Simics,andusethem

to replay the executioncorrectly. To fully understandthe feasibility andef�cacy of our diagnosis

approach,we vary the sizeof the the LLB andalsotheLLB structure(discussedin Section4.4.3).

LLB structureandsizeaffect the numberof instructionsin the Logging phase,which hasa direct

impacton diagnosislatency. Chapter6 discussesthesetrade-offs in detail.

TMR phase: The TMR phasereplaysthe executionon threecoresandcollectsthe informationto

be comparedat the endof the TMR step. As mentionedin Chapter4.4.2,we do not allow store

instructionsto write to memory. Wecapturethiseffect in oursimulatorby recordingthevaluebefore

retire,andwriting thesamevalueafterthestoreinstructionis retired(we do this becausewe cannot

control theway simicsretiresinstructions).Sincesomeinstructionsarenot implementedin GEMS,

wecannotretrieve thevalueof thestoreinstructionbeforeit retire.In suchcases,to keepthememory

stateunchanged,wesquashthestoreinstruction,andproceedwith thenext TMR step.Diagnosability

maybecompromisedbecausewecannotcontinueexecutionin thecurrentTMR step.

Diagnosis latency: Our diagnosisalgorithm �rst logs the execution in LLB during the Logging

phase,transferstheLLB to othercores,andthenusesit during theTMR phaseto deterministically

replaytheexecution.To computethediagnosislatency weneedto accountfor thetransfertimealong

with the latency of eachphase.In our simulations,we do not accuratelymodelthe transferof the

processorcheckpointandtheLLB acrosscores.In orderto obtainrealisticdiagnosislatency, we add

theestimatedtransfertime at theendof eachiteration.

Weestimatethetime to transfertheLLB andprocessorcheckpointasfollows. First,wecompute

thesizeof thecheckpointandtheLLB in termsof cachelines. Assuminga 64 bytecacheline, the
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processorcheckpointconsistsof 427registers1, each64bitswide,thatcorrespondsto 54cachelines.

TheLLB, a2KB structure,correspondsto 32cachelines.

At the end of Logging phase,the �rmw are �ushes the LLB and the processorcheckpointto

memory. For a representative processor, we assumeanL2 cachewith 8 MSHRsandmemoryaccess

latency of 200cycles. Thusthe86 cachelinescorrespondsto 2150cyclesof transfertime (since8

outstandingmissescanbehandled).For a 4 coresystem,we conservatively estimatethis time to be

8600cycles(2150� 4).

In theTMR phase,theLLB andtheprocessorcheckpointneedto be loadedfrom memory. We

estimatethis transfertime to be2150cyclesfor eachcore,asperour previouscalculation.In TMR

phase,only 3 coresoperateat any giventime, resultingin acumulative 6450cyclesto loadLLB and

processorcheckpoint.In oneiterationLLB andprocessorstateare�ushed to memoryafterLogging

phase,andareloadedfrom memoryfor eachof the4 TMR stepsin theTMR phase.Hencewe add

(8600+ 4� 6450)34,400cyclesat the endof eachiterationto accountfor the overheaddueto the

transferof LLB andprocessorcheckpoint.

Theabove mentionedoverheadis conservative becauseof the following two reasons.First, the

executionfrom thenext TMR stepcanhidemostof thememorylatency. Second,mostof thememory

accesseswill hit in L2 (while estimatingtheoverhead,we assumedevery accessto bea missin L2)

ascontentsof memoryarenotmodi�ed in theTMR phase.

We believe that comparingthe executionsin the TMR phasecanbe performedwith negligible

overheadby usinghardwaresignatures,asexplainedin Section4.3.3.

Page faults: We replay the pagefaults deterministicallyduring diagnosis. Since,a pagefault is

initiatedby aTLB miss,andTLB is softwaremanagedin oursystem,thepagefaultwouldbeinitiated

againduringTMR phase,if therewasa pagefault in theLoggingphase.Since,we do not allow the

storeinstructionsto commit, the illusion of a pagefault canbe createdon all the coresrunningin

parallel.Replayingpagefaultsis notnecessaryfor our technique.

Disabling Interrupts: In our work, we disabledasynchronousinterruptsduring diagnosis.While

mostinterruptsin SPARC V9 aredisabled,crosscalls betweentheprocessorsin a multi-processor

settingarealwaysservicedandcannotbedisabled(at interruptlevel 15). Hence,whenwe seesuch

1(4 setsof globals� 8) + (8 windows � 32 integerregisters)+ (32 �oating point registers)+ (107controlregisters)
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across-call,we abortandrestartthecurrentstepin thediagnosis(logging,or any intermediateTMR

step)to ensuredeterminismin the replay. A disadvantagewith this approachis that if the fault is

activatedonly by the interrupthandler, it would not bediagnosedaswe never executethatpieceof

codein our diagnosis.However, we could extendour mechanismto handlesuchcasesby logging

interrupts,by amechanismsimilar to thatproposedin previouswork [40].
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CHAPTER 6

RESULTS

6.1 Multicor eFault Detection

SWAT [11] hasshown thatusingsoftwaresymptomsgivessigni�cantly highcoverage(over95%)for

faultsinjectedin variousmicroarchitecturalunitsin a uniprocessorsystemrunninga singlethreaded

workload[11]. As discussedpreviously, we extendtheSWAT symptomsdevelopedfor singlecore

processorsto themulti-corecounterpartsandstudytheeffectivenessof thesedetectorsfor faultsin

multi-coresystemsby measuringthecoverageof thedetectorsandthelatency to detecttheinjected

faults.

6.1.1 Coverage

Figure6.1givesthecoverageof thesymptomdetectorsfor thepermanentfaultsinjectedacrossseven

differentmicroarchitecturestructuresin the processorcore. For faultsinjectedin eachmicroarchi-

tecturalunit (shown on the X-axis), the �gure shows the percentageof faults that areMasked (by

both thearchitectureandapplication),detectedby a symptomfrom the faulty core(Detect-Faulty),

detectedby a symptomin a fault-freecore(Detect-Fault-Free), detectedby a symptomin functional

mode(Symp> 20M, notcountedtowardscoverage),andSilentDataCorruptions(SDC). Thenumbers

on topof eachbarshow thecoverageof thesymptomdetectorsfor faultsin thatunit.

The software-level symptomsperformexceptionallywell to detectunderlyingpermanenthard-

warefaultsin multithreadedworkloadsrunningon multicoresystems.Figure6.1 shows that these

symptomdetectorsshow a very high coverage,anaverageof 98.8%acrossall structures,with a low

SDCrateof 0.84%.
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Figure 6.1 Coverage of the symptom-baseddetectors in multicore systemsrunning multi-
thr eadedworkloads.

Figure6.1 alsoshows that in about12.3%of thedetections,thesymptomis detectedon a core

that is fault-free(we considerPanic andNo-Forward-Progressassymptomsdetectedin a fault-free

becausetheseaffect theexecutionin fault freecores).Sincethesimulatedsystemis a sharedmem-

ory machine,thesefaultspropagatethroughmemoryinto a fault-freecoreon which they affect the

executingsoftware.It is this faultpropagationthatcomplicatesthediagnosisof thefault-freecore,as

previouslydiscussed(Chapter4).

Figure6.2furthercategorizesthefaultsdetectedin thefaultyandfault-freecores.For eachfaulty

structure,the�gure categorizesthedetectedfaultsasdetectedon Faultyandon Fault-freecores.For

eachsuchcategory, thebarsshow thedistribution of thevarioussymptomsthat triggereddetection.

For fatal traps,we distinguishbetweencaseswherethe trap was thrown by the applicationcode

(FatalTrap-App)andby theOScode(FatalTrap-OS).Similarly, we distinguishbetweenhangsin the

application(Hang-App)and the OS (Hang-OS).The heightof eachbar is the percentageof total

faultsinjectedin thatstructurethattriggeredadetectionin thatcategory.

Similar to thefault injectionsin single-threadedworkloads[11], we seethatsymptomsfrom the

OS(FatalTrap-OS, High-OS, Hang-OS, Panic, No-Forward-Progress) accountfor a largefractionof
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Figure 6.2Contribution from eachdetector in detectingfaults in multicore systems.

thedetectionsonthefaultycore(62.6%of detectedfaults,onaverage).Althoughthefault is injected

while theapplicationis running,thefaultquickly resultsin invoking theOS(typically throughaTLB

miss).TheOS,beinghighly controlintensive,activatesthefault furthercausinganomalousbehavior

thatresultsin a symptom.Hence,a largefractionof faultsdetectedin thefaulty corearedetectedin

theOS.

SDC:SilentDataCorruptionsarethosecaseswherenosymptomwasthrown andtheoutputgenerated

by the faulty executiondid not matchthe goldenoutput. 0.85%of the unmasked faultsresultedin

SDC.Weusesimple�le comparisonto determinethesilentdatacorruption.For severalapplications,

simplecomparison(diff) of theoutputmaybetooconservative in identifyingtheSDC.Therehasbeen

a studyin thecontext of transientfaultsshowing that the45%of the faultsthatcorruptarchitecture

statearecorrectat applicationlevel for multimediaandAI applications[12]. This studyusessignal-

to-noiseratio to identify acceptableoutput.

We have alsoobserved a similar trendin themultimediaapplications,thoughwe useonly sim-

ple �le comparisonfor reportingresults. Thereareseveral casesin RayTrace,MPEG-decoderand

MPEG-encoderwheretherewasno humannoticeabledifferenceseven thoughthe outputis differ-

ent from the correctoutput. On the other hand,we also observe that few outputshad noticeable
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(a)Goldenoutput (b) SilentDataCorruption
fault from RAT

Figure6.3RayTraceoutputs: (a) Output whenthe program wasrun on nativemachinewith no
fault injection. (b) SDC casefrom the fault injection experiment when the fault in the register
alias table.

differences.Figure6.3 shows onesuchexample(the only casefrom RayTracethat hadnoticeable

corruption).

We did notevaluatethecorrectnessof theoutputgeneratedby thefaulty runs.This is oneof our

futuredirections.

6.1.2 Latency

In additionto faultcoverage,animportantparameterfor any detectionschemeis thelatency atwhich

the faultsaredetected.The detectionlatency hasdirect repercussionson the recoverability of the

system;if thelatency is toolong,thecheckpointinterval will needtobelengthenedaccordingly. Long

checkpointintervalsaffectboththerestarttimeonrecoveryandinput/outputcommitlatencies.If not

properlyhandled,outputscould be committederroneously, makingthesystemstateunrecoverable.

Therefore,we usedetectionlatency asametricto evaluatetheproposedsymptomdetectors.

Figure6.4 shows the latency, from the �rst architecturestatecorruption(of eithertheOSor the

application)to detection.Foreachmicroarchitecturestructure,thebaris dividedinto differentlatency

stacks(from 1k to 20M), eachrepresentingthepercentageof thedetectedfaultswith latency lower

thanthespeci�c detectionlatencies.
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Figure 6.4Latency to fault detection,in instructions, fr om �rst architecture statemismatch to
detection.

From the �gure we seethat, 90.13%of the detectedfaults have detectionlatency of undera

million instructions,9% have latency between1M and10M instructions,0.86%aredetectedafter

morethan10M instructions.HardwaretechniquessuchasReVive [21] andSafetyNet[34, 40] can

comfortablytoleratecheckpointintervalsof hundredsof milliseconds.However, theoutputwill have

to bebufferedanddelayedfor this interval asdiscussedin [16]. Themultithreadedworkloadsstudied

hereare not I/O intensive. For other workloads,it will be importantto investigatethe impact of

buffering theI/O eventsandis thesubjectof our futurework.

6.1.3 Transient Faults

Fromthetransientfault experiments,we foundthat85.4%of thefaultswerearchitecturallymasked.

Of the remainingfaults,40.7%weredetectedwithin 20 million instructionwindow (92%of which

aredetectedonfaulty-coreand8%onagoodcore).Theremainingfaultswererunto thecompletion,

andwe found that 64% of thesecasesweremasked at applicationlevel, and7% wereeventually

detectedassymptoms. The remainingresultedin silent datacorruptions. This makes the overall

maskingrateto 91%,detectionrate(for unmaskedfaults)to 41%andtheSDCrateto 2.5%.Mostof
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theSDCs,85%,werefrom MPEG-decoderalone,mostof whichaffectedonly oneframe.Sincethese

applicationsareinherentlyfault tolerant[12], webelieve thesesilentdatacorruptionsareacceptable.

Theseresultsareconsistentwith previousstudies[11, 39].

Overall, we seethat using symptomdetectorsthat watch for anomaloussoftware behavior is

highly effective in detectinghardwarefaultsin multicoresystems.In addition,thelatenciesto detec-

tion make a largefractionof thedetectedfaultsamenableto hardwarerecovery.

6.2 Multicor eFault Diagnosis

After the detectionof a symptom,diagnosisis invoked to identify the faulty core. Speci�cally, for

the12.3%of thedetectedfaultsthatresultedin symptomsfrom fault-freecores(from Figure6.1), it

is importantto seewhetherthediagnosisalgorithmsuccessfullydiagnosesthefaulty core.

In thissection,weevaluatethediagnosability, diagnosislatency, andtheLLB sizerequirementof

ourmethod.

6.2.1 Diagnosability

Figure6.5compilesthediagnosisoutcomesof thedetectedfaultsacrossdifferentmicroarchitectural

structures.CorrectlyDiagnosedshows thecaseswherethecoreinjectedwith thepermanentfault is

correctlydiagnosed.Undiagnosedshows thecaseswherethefault is notdiagnosed.Thenumberson

topof eachbarshow thepercentageof detectedfaultsthatarediagnosedcorrectly.

Wecon�rmedthat100%of thefaultsthatweredetectedonfault-freecores(12.3%of thedetected

casesfrom Figure6.1)weresuccessfullydiagnosed.

As mentionedin Section4.3.3,duringTMR phasewe comparebranchtargetsandstorevalues

anduseLLB Hit/Miss informationto identify divergence.Fromourexperiments,wefoundthatcom-

paringtheentireexecution(destinationregistersof every retiring instruction)increasesthecoverage

by 0.25%. Since,thebene�t is small,we do not comparetheentiretrace,although,we believe, the

overheadin comparingthedestinationregistersof all theretiring instructionswill not belarge. Sec-

tion 4.3.3givesdetailsaboutthewaysin whichthiscomparisoncanbeperformedwith low overhead.

Figure6.5shows that4.35%of thefaultsdo not leadto successfuldiagnosisafter replayingthe

executionfor 20 million instructions.We foundthat mostof thesecases(79%of theundiagnosed)
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Figure6.5Diagnosability of faults in multicore systems.

did not activate the fault during the diagnosis.This leadsus to the conclusionthat the fault is not

activatedby theshortinstructiontracesin our iterative mechanismbecausethemicroarchitectureis

not fully utilized.

6.2.2 DiagnosisLatency

Eventhoughdiagnosisis invokedrarelyandcantoleratehigherperformanceoverheads,shorterdiag-

nosislatency is preferablein orderto beableto bring thefault-freecoresbackonlinewithouthuman

perceivabledelay.

We computethe diagnosislatency from the beginning of the diagnosisphaseuntil the endof

the diagnosisalgorithm. This includesmultiple loggingandTMR phases.The computationof the

diagnosislatency is explainedin Section5.4.

Figure6.6showsthetotaldiagnosislatenciesof ourdiagnosismechanism.Weobservethat89.6%

of diagnosedcaseshadlatency within 100,000cycles,and95.7%of thecaseswerediagnosedwithin

1 million cycles. The numberof the top of eachbar shows the percentageof diagnosecaseswith

latency lessthan1 million cycles.Thisshows thatourdiagnosismechanismis capablein diagnosing

thefaultswith very low latencies.
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Figure 6.6Diagnosislatencyof faults in multicore systems(in cycles).

From Figure6.6, we observe that the diagnosislatency for the undiagnosedcasescanbe large

(> 100million cycles).Sinceour diagnosisalgorithmidenti�es undiagnosedcasesassoftwarebugs,

it will be undesirableto usethis techniquein the developmentphase,whenthe softwarebugsare

morefrequent. If the executionoverheadduring applicationdevelopmentphaseis noticeable,one

canchooseto turn-off thediagnosismechanism.Sincethesymptomdetectionis a rareevent(either

dueto softwarebug or hardware fault), we believe the higheroverheadfor diagnosingsoftware is

acceptable.

Sincewe have few cases(8% of thedetectedfaults)wherethediagnosislatency is larger than1

million cycles,weinvestigatethepossiblereasonsfor theexecutionoverheadin ouriterativeapproach

(Section4.4.1),which arethefollowing: (1) Time to transferLLB andprocessorcheckpointacross

coresafter eachstepduring diagnosis.(2) Squashesintroducedin the TMR phasewhile ensuring

deterministicreplay(Section4.3.1).

In orderto understandtheoverheaddueto the�rst two reasons,we plot thenumberof iterations

(numberof Logging phases)in our iterative approach.Figure6.7 shows the numberof iterations

for all thecasesthatweresubjectedto diagnosis.In eachiteration,thepipelineis squashed5 times
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Figure 6.7Number of iterations (Logging phases)before diagnosis.

and5 cross-coretransferstake place(1 afterLoggingphase,1 aftereachof the4 TMR stepsduring

TMR phase).We observe that the 6% of the detectedfaults requireat least1000iterationsin our

diagnosisapproach,and 3% requireat least10,000iiterations. Notably, the overheadis high for

theundiagnosedcases,which requirea largenumberof iterations(> 10,000).Since,thenumberof

iterationsdependson theLLB size,we studytheeffect of differentLLB sizesandstructuresin the

following section.

6.2.3 LLB Sizeand Structure

As mentionedin Section4.4.3,wewantto maximizethenumberof instructionsin theLoggingphase

of eachiteration. Theabove resultsalsostatethat increasingthenumberof instructionswill reduce

theoverheaddueto crosscoretransfers,which in-turn reducesdiagnosislatency.

The numberof instructionsin eachiteration is limited by the capacityof the LLB. Oncethe

LLB is full, subsequentinstructionscannot belogged.To understandthelimitation dueto LLB, we

performdiagnosiswith two differentLLB structures(explainedin Figure6.8). LLB structureA is

similar to onethat is usedin BugNet. We observed that the many of the load valuesdiffer in least
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64-bits7-bits1-bit

Dictionary
<value>

LLB Queue
<parity, index>

dictionary_value offset

56-bits8-bits1-bit

Dictionary
<value>

LLB Queue
<parity, offset, index>

7-bits

Value = 

(a) Entire value is stored in dictionary (b) Most significant 56-bits are stored 
in dictionary and the least 8-bits are 
stored in the LLB Queue

Figure6.8LLB structures.(a) LLB structure A. (b) LLB structure B .

signi�cant 8-bits. Hence,we evaluatestructureB andcompareit with structureA. To identify the

mostappropriateLLB structure,we measurethenumberof instructionsin theLoggingphasein one

iterationduringdiagnosis.As the locality in the loadvaluesis primarily basedon theapplications,

we categorize theseresultsbasedon applications.Eachbar in Figure6.9, and 6.10 is computed

as follows: (1) Numberof instructionsin the Logging phaseof eachiteration is averagedacross

100iterationsof thediagnosisalgorithm. (2) We computetheaveragenumberof instructionsin the

Loggingphaseat5 differentphasesperapplication.Since,wearestudyingthecasesthatleadto long

diagnosislatencies,speciallytheundiagnosedcaseswherethe fault is rarelyactivated,we obtained

thesegraphsfrom thefault-freecases.

Figure6.9 shows thenumberof instructionsin the loggingphasefor theLLB structuresA and

B respectively. In Figure6.9, the dictionaryhas128 entriesandthe LLB queuehas1024entries.

Hence,theLLB sizeis �x edto 2KB and2:87KB respectively, for LLB structuresA andB .

FromFigure6.9,we seethatLLB structureB canrecordmorenumberof instructionsthanLLB

structureA, but thebene�t is low for theadditionalhardwarecost.Hence,we chooseLLB structure

A.

Sincethenumberof instructionsin Loggingphasealsodependson thesizeof LLB, westudythe
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Figure 6.9 AverageNumber of instructions in the Logging phasesdue to different LLB struc-
tur es.Sizeof LLB StructureA is 2KB and structure B is 2:87KB

effectof thevaryingtheLLB sizeonthenumberof instructionsin theLoggingphase.Figure6.10(a)

shows the numberof instructionsin the Logging phasewhenthe dictionarysizeis variedfrom 64

to 256 entries. In theseresultsthe sizeof the LLB queueis kept constantwith 1024entries. Fig-

ure6.10(b)shows theresultswhentheLLB queuesizeis variedfrom 512to 2048entries.In these

results,thedictionarysizeis keptconstantwith 128entries.

FromFigure6.10weseethatthenumberof instructionsin theLoggingphaseis boundby thedic-

tionarysizefor someapplicationsandby theLLB queuesizefor others.Weobserve (Figure6.10(b))

that thenumberof instructionsin theLoggingphasefor RayTrace,FaceRecandBodyTrackdid not

increasewhentheLLB queuesizeis increasedfrom 512to 2048entries.On theotherhand,MPEG-

Enc, MPEG-DecandLU are limited by the dictionarysize. This is evident from Figures6.10(a).

Sincethedictionaryis a fully-associative structure,we have additionalpenaltyfor having largerdic-

tionary size. Therefore,we decidedto usethe LLB with 1024entriesin the LLB queueand128

entriesin thedictionary.

45



2000

3000

4000

5000

6000

7000

8000

A
ve

ra
g

e 
n

u
m

b
er

 o
f 

in
st

ru
ct

io
n

s 
in

 L
o

g
g

in
g

 p
h

as
e

0

1000

2000

R
ay

Tr
ac

e

F
ac

eR
ec

M
P

E
G

-E
n

c

M
P

E
G

-D
ec

B
o

d
yT

ra
ck L
U

A
ve

ra
g

eA
ve

ra
g

e 
n

u
m

b
er

 o
f 

in
st

ru
ct

io
n

s 
in

 L
o

g
g

in
g

 p
h

as
e

64 entries 128 entries 256 entries

(a)Effectof varyingdictionarysizeon thenumberof instructionsin Loggingphase

4000

6000

8000

10000

A
ve

ra
g

e 
n

u
m

b
er

 o
f 

in
st

ru
ct

io
n

s 
in

 L
o

g
g

in
g

 p
h

as
e

0

2000

R
ay

Tr
ac

e

F
ac

eR
ec

M
P

E
G

-E
n

c

M
P

E
G

-D
ec

B
o

d
yT

ra
ck L
U

A
ve

ra
g

eA
ve

ra
g

e 
n

u
m

b
er

 o
f 

in
st

ru
ct

io
n

s 
in

 L
o

g
g

in
g

 p
h

as
e

512 entries 1024 entries 2048 entries

(b) Effectof varyingLLB queuesizeon thenumberof instructionsin loggingpaste

Figure 6.10Averagenumber of instructions in the Logging phasewhen the LLB sizeis varied.
(a) Different dictionary size but sameLLB queue size (1024 entries). Size of LLB with 512
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� arch structure Percentageof
load instructions squashed

Decoder 0.34
INT ALU 0.34
Reg Dbus 2.68

Int reg 2.45
ROB 1.70
RAT 2.34

AGEN 2.07
Average 2.25

Table6.1Percentageof load instructions squashedduring diagnosis.

6.2.4 Overheadfor Ensuring Deterministic Replay

We evaluatetheoverheaddueto thesquashesintroducedby the loadinstructionsin theTMR phase

while ensuringdeterministicreplay(asexplainedin Section4.3.1).Table6.1 lists thepercentageof

theloadinstructionsthatweresquashedin theTMR phase.Onaverage,2:25% of theloadinstructions

weresquashed,which is fairly low.
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CHAPTER 7

CONCLUSIONS AND FUTURE WORK

7.1 Conclusions

Low-costhardwarereliability solutionsthat do not rely on excessive redundancy arebecomingin-

creasinglyimportant.Recentadvancesin solutionsthatuseanomaloussoftwarebehavior (or symp-

toms) to detecthardware faultsappearvery promising. Thesesolutionsincur almostno overhead

during thecommonfault-freecase,relegatingmostof theoverheadto the rarecaseof whena fault

is detected.However, thedetectionanddiagnosistechniquesbasedon this approachhave previously

only beenstudiedfor singlethreadedapplicationsrunningon asinglecore.For thesemethodsto be-

comepracticallyuseful,they mustbeappliedto multicoresystemswith multithreadedapplications.

To the bestof our knowledge, this is the �rst work that tacklesboth detectionand diagnosis

for faults in multithreadedworkloadsrunningon multicoresystems,without the useof excessive

redundancy duringfault-freeoperation.It addressesthechallengeof diagnosingthefaultycorein the

multi-coresystem,astheassumptionthat thesymptom-causingcoreis faulty breakswhenthefault

propagatesfrom onecoreto another.

Weextendedthesymptomsdevelopedfor singlecoresystemsandevaluatedthemin oursimulated

system.Our resultsarepromising,andshow thatthedetectorshaveaveryhighcoverageof 98.8%at

a low SDCrateof 0.84%.

Further, 95.7%of the detectedfaultssubjectedto diagnosisweresuccessfullydiagnosed.Al-

thoughthisdiagnosisis rarelyinvokedin theeventof a fault,weoptimizeourdiagnosisalgorithmto

lower thediagnosislatency. On anaverage,thediagnosisalgorithmsuccessfullydiagnosed96%of

thecaseswithin onemillion cycles(whichcorrespondsto 1mson1GHzsystems).Wealsooptimized
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our techniquefor minimalhardwareoverheadandreducetheoverheadto amere2KB percore.

7.2 Limitations and Futur eWork

� Fault detectioncoverage: We show thattheSWAT approachto detecthardwarefaultsthrough

software-level symptomsprovideshighcoverageof 98.8%in multicoresystems.Thiscoverage

can further be improved by using iSWAT [26], and assertion-basedmicroarchitecture-level

checkers[23]. iSWAT proposedtheuseof likely programinvariantsasasymptom,andshowed

that the silent datacorruptionscanbe reducedsigni�cantly therebyincreasingthe coverage.

Ourdetectorscanalsobecomplementedwith hardwarecheckers[23, 24] for highercoverage.

Webelievethatformally deriving hardwarecheckersthatcandetecthardwarefaultsthatescape

oursymptomdetectorsis apromisingdirectionfor futureresearch.

� Fault detectionlatency: Theapproachof SWAT is towatchfor softwareanomaliesassymptoms

of a hardwarefault. Sincesomefaultscanhave long latency to detection,recoverability can

becomean issue. Although we show that 98.8%of the unmasked faultsaredetectedwithin

20 million instructions(Section6.1.2),therearefew cases(0.4%of unmasked faults)thatare

detectedafter20million instructionsandmayrequireadditionalsupportfor recovery. Compiler

assistedtechniquescanbeusedto reducethedetectionlatency, similar to oneusedin iSWAT.

Using hardware checkers canalso greatly reducedetectionlatency and is oneof our future

work.

� Diagnosability: The iterative diagnosisapproachperformsdiagnosisthroughrepeatedreplay

of executionof small traces. Thesesmall tracesmay not fully utilize the microarchitecture.

Hencethefaultmaynotbeactivatedby thosesmalltracesresultingin nodiagnosis.Weprovide

a tradeoff betweentheareaanddiagnosabilityin Section6.2.3,andshow a way in which the

numberof instructionsin eachtracecanbemaximized.We believe that techniquessimilar to

oneexplainedin Section4.4.3canbeenhancedto further increasethenumberof instructions

in eachtrace.

� Reliable�rmwareexecution: Ourdetection,diagnosis,andrecoverymechanismsarecontrolled

by �rmw are. The �rmw areprovidessuf�cient visibility of thesoftwareandhardwareto im-
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plementour low-cost technique.We rely on reliable�rmw areexecution. In Section4.5 we

discusseda solutionfor reliable�rmw areexecution. We believe this solutioncanfurther be

improvedto lower theexecutionoverhead,which is oneof our futuredirections.

� Off-core faults: With theadventof multicoreera,hardwarefaultsin off-corecomponentsare

becomingmore important. This thesisprovides a low-cost symptom-basedfault detection

mechanismthat is evaluatedin the context of in-corefaults. The applicability of this mech-

anismfor off-corefaultsis unclear. After detection,thereis aneedto identify thefault compo-

nent,andto thebestof our knowledge,thereis no work thatdistinguishesoff-corefaultsfrom

in-corefaults.Hencediagnosingoff-corefaultsis still a challenge.Webelieve proving theap-

plicability of SWAT anddesigningadiagnosismechanismfor off-corearepromisingdirections

for futureresearch.
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