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Abstract—Failures from unreliable hardware are posing a
serious threat to system reliability. Symptom detectors that
monitor anomalous software execution to detect such failures
are emerging as a viable low-cost detection scheme for future
systems. Since these detectors do not provide perfect resiliency
guarantees, they strive towards reducing instances when faults
escape detection and affect application output; such faults are
commonly referred to as Silent Data Corruptions (SDCs). Pre-
vious work on symptom detection has demonstrated low SDC
rates through empirical fault injection experiments.

This paper, for the first time, presents an intuitive reasoning
behind why symptom detectors achieve such low SDC rates. The
key insight is that faults that propagate to control operations
and/or memory addresses are easier to detect than those that
affect pure data computations. We show that less than 5% of
the application values fall into this category, making symptom
detection effective. Further, we demonstrate that faults in such
values yield high SDC rates, warranting special attention.Finally,
we explore prior techniques to identify critical data-only values
that may lead to SDCs and find that while they show large
promise to identify the critical values, the detectors placed at
those locations need to be carefully designed in order to keep
the false positives rates under check.

I. I NTRODUCTION

Failures from unreliable hardware are posing a serious threat
to system reliability in the late CMOS era [2]. The reasons
for such failures include, but are not limited to, manufac-
turing defects, early-life failures, and in-field failures. With
such failures threatening future commodity systems, traditional
solutions that employ heavy redundancy are too expensive,
warranting alternate solutions.

Symptom detection is emerging as a promising low-cost
alternative to such traditional solutions [3], [6], [8], [11], [13],
[15]. These detectors allow the hardware fault propagate to
the software and employ low-cost techniques that monitor
symptoms of anomalous software behavior for fault detection.

Symptom detectors do not, however, guarantee perfect
detection of all hardware faults. While faults masked by
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the lower levels are safely ignored, some faults escape de-
tection and affect application outputs, resulting in SDCs.
These detectors ride the trade-off curve between overheads(in
performance, area, power) and resiliency, aiming to provide
acceptably low SDC rates at minimal overheads. The SWAT
system represents the state-of-the-art in symptom detection
and has demonstrated that simple low-cost detectors resultin
low SDC rates of under 0.5% for permanent and transient
hardware faults in all hardware units studied, except the data-
centric FPU, with a variety of single-threaded and multi-
threaded workloads on multicore systems [6], [7], [8], [13].

Despite the promise of low SDC rates at low overheads,
the evidence for the success of such symptom detectors
has been largely empirical. An analytical understanding of
these hard-to-detect SDCs has not been built this far and is
important for symptom detection for the following reasons.
First, the SDC rates, although low, may not be low enough for
certain application classes such as mission critical systems, and
financial applications. Understanding these SDCs may yield
better detectors and lower the SDC rates even further. Second,
there has been much work on devising low-cost software-level
detectors to detect hardware faults in software for applications
that warrant lower SDC rates [13]. Understanding these hard-
to-detect faults may help to identify the vulnerable parts of
the software that need may be protected through such mecha-
nisms. Third, the statistical fault injectors used to evaluate the
detectors can be guided to inject these hard-to-detect faults
and stress-test the detectors.

There are two axes along which the characteristics of these
SDCs need to be studied – an application-centric axes and a
hardware-centric axes. An application-centric characterization
would help identify application values in which faults may
be harder to detect, enabling application hardening against
hardware faults. A hardware-centric characterization would
help in identifying those hardware structures in which faults
may be harder to detect and can be used to choose which
hardware structures to protect with mechanisms like ECC.

This paper takes an application-centric view towards these
hard-to-detect SDCs and studies how faults propagate through
the application (the hardware-centric evaluation is left to future
work). It answers the following questions about symptom
detectors – Why are symptom detectors, like SWAT, effec-
tive in detecting hardware faults? Where do they fall short?
What values should we target for future detectors? The key



insight used is that symptom detectors, like SWAT, rely on
some form of deviation in control flow or memory addresses
for successful detection. Faults in values that do not affect
such operations, classified asdata-only values, are therefore
vulnerable under symptom detection. In this paper, we focus
on these values and show that:

1) Only a small number of application values (< 5%) fall
under the data-only value category, explaining the low
SDC rates from symptom detectors used in SWAT.

2) Faults in data-only values are harder to detect than faults
in random values, as a higher fraction result in SDCs or
are unrecoverable as they are detected at long latencies.
For transient faults injected into the SPEC workloads,
we find that approximately 4% of the faults are hard-to-
detect when the injected values are chosen at random,
while when the values are picked from those that are
known to be data-only, 13% of the faults are hard-to-
detect. Data-only values thus need additional detection
mechanisms to identify such hard-to-detect faults.

3) Previous metrics to identify vulnerable application val-
ues, when applied to data-only values are successful
in identifying the critical values. We demonstrate that
the fanout metric developed in previous work [10] helps
select locations for fault detectors that cover nearly all
the critical data-only values that cause hard-to-detect
faults. The detectors themselves, however, need to be
carefully designed as they may incur a high rate of false
positives if they do not consider dynamic values.

Thus, this paper, for the first time, provides an explanation
for why symptom detection strategies such as SWAT work as
well as they do (relatively rare occurrence of data-only values)
and shows that there is a certain class of values that need
additional focus to improve the SDC rates (data-only values).

II. RELATED WORK

Symptom detectors have received much attention of late
to handle software bugs [4], transient hardware faults [11],
[10], [15], and permanent hardware faults [3], [6], [8], [13].
In this paper, we regard SWAT as exemplifying this approach
and use its detectors, fatal traps, hangs, application aborts,
kernel panics, high OS, and address-out-of-bounds, for fault
detection [8]. The iSWAT framework supplemented these
detectors with compiler-derived software-level detectors to
lower the SDC rate by detecting faults in data values [13].
We do not use these software-level detectors here due to
limitations in our infrastructure to instrument the application
with such invariants. Additionally, the work presented here
provides insights into the types of values need additional
protection. These insights may be used to guide where such,
and other, software-level detectors may be placed in order to
make them most effective.

There is a growing interest in modeling how hardware faults
propagate through the application for such symptom detec-
tors [1], [9], [10], [12], [14]. Benso et al developed a software-
level analytical model to predict which application variables
are critical for SDCs and demonstrated its accuracy with
small benchmarks [1]. Other work developed models to depict

how hardware faults lead to application crashes [9], [10],
[12] and derived hardware-level detectors [9] and application-
level detectors [10], [12] from such models. The application-
level detectors were chosen based on metrics such as fanout,
lifetime, etc. that signify the criticality of the value to prop-
agate the fault. By selectively protecting these variables,
they demonstrated that the detection latency and SDCs may
be reduced. The PVF metric also studied fault propagation
through a program to remove the microarchitecture-dependent
components from AVF [14]. The PVF metric predicts when a
fault may be masked by the program but does not distinguish
faults that are detected from those that are SDCs.

Although the focus of this work is to also study program
properties by understanding how faults propagate through an
application, it differs from the above works its goal is to reduce
SDCs from symptom detectors; the focus of much of the
prior work was on fault detection or to identify masked faults.
Further, the techniques presented in this work are evaluated
with real-world workloads that contain millions of values and
execute for billions of instructions (as opposed to prior work
that was largely evaluated on small benchmarks that had 100s
of variables and ran for under million instructions), making
the results more realistic.

III. A PPLICATION-CENTRIC V IEW OF SDCS

Symptom detectors have so far demonstrated that they are
highly effective in detecting hardware faults. In particular, the
SDC rates demonstrated by the state-of-the-art SWAT detec-
tors have been an impressive< 0.5% of injected permanent
and transient hardware faults in all hardware units studied
except the data-centric FPU. This low SDC rate is despite
the detectors monitoring high level symptoms of software
misbehavior.

A. The Data-only Values Classification

One intuition behind such low SDC rates is that symptom
detectors detect faults in a majority of the values that affect
control instructions and memory addresses. However, those
values that affect pure data-only computations (henceforth
referred to as adata-only values) may not result in software-
visible symptoms and hence are harder to detect. The iSWAT
framework showed that software-level detectors which de-
tected a subset of these values reduced the SDC rates by up
to 74%. In this section, we build an intuition behind why such
detectors are effective by understanding how faults propagate
through the application.

Figure 1 shows the fraction of data-only values in all
C/C++ Integer and floating point workloads of the SPEC
CPU 2000 benchmark suite. The data is collected from these
applications running inside an unmodified OpenSolaris OS
within the Simics full-system simulation environment. We
use the GEMS timing models to model an UltraSPARC-
III-like processor with a full memory hierarchy (64KB IL1,
64KB DL1, and 2MB L2). For each workload, we pick 4
random phases (each 11 million instructions long) during the
application execution and track how data values produced in
the first million instructions in each phase are used in the next



Fig. 1. Data only values in SPEC. The small number of data-only values
demonstrates that faults in most values propagate to control instructions and/or
memory values, resulting in detectable symptoms. Further,FP workloads have
more data-only values making them more vulnerable than integer workloads.

10 million instructions by building the Dynamic Data Flow
Graph (DDFG) of the program. If a value does not affect
control instructions or memory addresses in this 10 million
instruction window, it is classified as adata-only value. We
do not track the values all the way until application output as
the DDFG grows to unmanageable sizes for longer simulation
periods; our results are therefore conservative as the set of
values we classify as data-only is a super set of the true data-
only values.1 The figure aggregates the number of data-only
values across the four phases for each workload. The fraction
of values that are data-only are shown for theref andtest
inputs in order to guage the effect of input size on the number
of the data-only values.

From this figure we see that the fraction of values that are
data-only is fairly low. Nearly all the workloads have< 5% of
values as data-only for both sets of inputs, with the workloads
that have FP computations (eon, equake, ammp, mesa) having
more data-only values than the integer workloads. The three
outliers from this observation are the FP workloadsart for
both sets of inputs,equakefor the ref input, andammpfor
the test input. art has no data-only values in the measured
intervals as it takes several control decisions based on floating
point values, unlike other FP workloads. (This workload tries
to recognize known objects in a given image, resulting in
elaborate FP-value dependent control-flow.) On the flip-side,
the fraction of data-only application values is> 20% for
equakewith the ref input set (with 21% data-only values),
and ammp with the test input set (with 26% data-only
values). In our chosen phases, these configurations exhibit
half an order of magnitude or more floating point operations
than the other benchmarks, resulting in many more data-
only values. We believe that these outliers are artifacts of
the inability of our simulation infrastructure to track data-
only values for the entire application, and are not fundamental
to these workloads; other randomly chosen phases may not

1Nevertheless, we found that when this window of propagationwas
increased to 20 million instructions, the fraction of data-only values reduced
by less than 2% for most applications.

exhibit such abnormal traits.
These results show that faults in a large fraction of the

values will eventually affect control decisions and/or memory
addresses. Such propagations may result in software-visible
symptoms such as branching off to a wrong location or indef-
initely looping because of a fault in the control instruction, or
out-of-bounds accesses and protection violations from faults
in memory addresses. Since symptom detectors, like SWAT,
monitor the software for such behaviors, they detect a large
fraction of the hardware faults.

B. Detecting Faults in Data-only Values

Since faults in such data-only values may not result in
visible symptoms, they are expected to be harder to detect
than faults in randomly chosen values. Figure 2 compares
the outcomes of injecting transient faults into (a) random
application values and (b) data-only application values for all
16 C/C++ SPEC workloads with the test input. Each workload
is simulated within the afore-mentioned simulation setup and a
transient fault is injected (one per run) into a random bit inthe
destination register of instructions chosen in the first million
instructions of each phase. In Figure 2(a), the instructionto
inject the fault is chosen at random while for Figure 2(b), faults
are injected into those instructions that produce the data-only
values shown in Figure 1. For each workload, we inject 4000
faults in random instructions and up to 4000 faults in data-
only values. (Some applications have less than 4000 data-only
values in our measured window; for these applications, we
inject one fault in each instruction that produces a data-only
value.)

Once a fault is injected, the system is simulated until either
the fault is detected with the SWAT symptom detectors [8] or
until the application completes and produces outputs. Faults
detected by SWAT in under 100K instructions are classified
as Detected-Short, and those detected at longer intervals as
Detected-Long. Undetected faults that do not affect the output
of the application are classified asMasked, and those that do
affect the output asSDCs.

Faults that result in long-latency detections and SDCs
are hard-to-detect and require additional support to enable
symptom detection and recovery. The results in Figure 2
demonstrate that faults in data-only values tend to produce
a higher rate of hard-to-detect faults than faults in random
values. On an average, 4.5% of the faults in random values,
shown in Figure 2(a), fall under the Detected-Long and SDC
categories.2 On the other hand, a higher 13.4% of the faults
in data-only values, shown in Figure 2(b), are hard-to-detect.
We also see a similar trends for faults in nearly all the work-
loads shown. Faults in data-only values may cause detectable
symptoms when the values affect control instructions and/or
memory operations. Since our infrastructure does not trackthe
propagation until application output, as previously discussed,
it categorizes some of these faults as data-only. Nevertheless,

2Note that the fault model for random faults injected here is different from
those used in the previous SWAT papers, which injected transient faults at
the microarchitecture-level [8]. This makes our results significantly different
from previous results.



(a) Faults in Random Values

(b) Faults in Data-only Values

Fig. 2. Outcome of faults injected into (a) randomly chosen application
values, and (b) data-only application values.

all the faults detected in data-only values are detected at long
latencies, they are arguably as critical to protect as thosethat
result in SDCs.

Figure 2 shows a couple of other interesting trends in fault
masking and fault detection. First, we see that more faults in
data-only values are masked than the faults in random values;
on the average, 85% of the faults in Figure 2(b) are masked
while only 66% of the faults in Figure 2(a) are masked. Faults
in random values show lower masking rates as the values
affected by the fault may be used for a variety of operations
including control-flow and memory addressing. Faults in data-
only values, on the other hand, are used purely for data-flow
and have a higher chance to be logically masked. Second, we
see that over 86% of the unmasked faults in random values
are detected in under 100K instructions by the SWAT detectors
(Detected-Shortin Figure 2(a)), demonstrating that the SWAT
detectors are highly effective in detecting faults in random
application values.

These results show that faults in data-only values are hard-
to-detect with existing symptom detectors. Additional support
from the application may be required to enable symptom
detection for faults in such values.

C. Identifying Critical Data-only Values

Since faults in data-only values are hard to detect, as
demonstrated in the previous section, we analyze their data-

flow properties in an attempt to predict which faults are more
likely to cause hard-to-detect faults than others. In particular,
we explore the previously proposed metric of fanout of a
value [10] to determine its criticality to faults. The fanout
of a value is defined as the number of dynamic instructions
dependent on the static instruction that produces this value,
i.e. uses the value as a source. Since a value with a high
fanout will result in propagating the fault to more values, it
is classified as being more critical to protect than one with a
low fanout.

Figure 3 shows the effect of deploying oracular predictors at
the data-only values with the top 100 fanout counts in which
faults are hard-to-detect (faults in values that resulted in the
Detected-Longand SDC categories in Figure 2(b)). For each
data-only value, the fanout is computed by aggregating (set
union) all dynamic instructions that use as source a data-only
dynamic instance of the corresponding static instruction.3 For
each workload, Figure 3(a) shows the fraction of hard-to-detect
faults identified by the 100 detectors. Since these detectors
may also detect some faults that are masked by the application,
we also measure their false positives rate as the fraction of
detected faults that are masked. Figure 3(b) shows the false
positive rate of the detectors for each workload.

Focusing on Figure 3(a), we see that 100 oracular detectors
placed based on the fanout metric cover all the hard-to-detect
faults in the data-only values for all applications butammp.
Since ammp has the many values that are data-only, 100
detectors do not suffice to detect all the hard-to-detect faults;
this application requires approximately 500 detectors to detect
all its hard-to-detect faults. The bars forart and mesahave
0% fanout coverage asart has no data-only values, and all
faults injected intomesaare masked by the application. Thus,
consistent with prior results, the fanout metric is effective in
identifying critical data-only values.

Figure 3(b) shows however that the exact detectors placed
need to be carefully designed in order to contain instances of
false positives. As seen in the figure, the oracular detectors
that we use, which identifyany changes in data values at
those locations, result in a high false positives rate of over
60% for several application, and over 38% for all but 2 ap-
plications. Previous work, however, demonstrated much lower
false positive rates of under 4% [10] owing to the ability of
their detectors to track dynamic data values.

These results demonstrate that although fanout is a useful
metric to identify critical values which may cause hard-to-
detect faults, selecting detectors purely based on fanout may
result in high rates of false positives. Additional work that
selects the most effective form of such detectors to track
dynamic data values at the selected locations is required to
lower these false positive rates further. There has been much
work in this realm to identify faults by observing perturbations
in data values [5], [11], [13], which may be leveraged for this
purpose.

3Previous work aggregated fanout statistics acrossall instances of a static
instruction with the assumption that multiple dynamic instances may share
identical behavior in the presence of faults. We have found,however, that
this need not be the case and hence aggregate our statistics only for those
instances that produce data-only values.



(a) Coverage

(b) False Positives Rate

Fig. 3. Identifying critical data-only values with the fanout metric. While the
fanout metric identifies most values that may result in hard-to-detect faults,
it also results in a high rate of false positives.

IV. CONCLUSIONS ANDFUTURE WORK

This paper provides, for the first time, an intuition behind
why symptom detectors, like SWAT, result in low SDC rates by
studying application properties that lead to SDCs. It provides
the key insight that faults in application values that corrupt
control flow or memory addresses are easier to detect for
symptom detectors than faults in otherdata-only values. It
shows that only a small fraction of application values fall into
this category, making symptom detection attractive in modern
systems. It further demonstrates, through fault injectionexper-
iments, that the rate of SDCs with the SWAT detectors from
transient faults injected into these data-only values is higher
than the SDC rate from faults injected into random values.
Additionally, in an attempt to predict the criticality of these
data-only values, it explores previously proposed metricsto
determine value criticality and finds that while there is a lot
of promise in previously proposed metrics, the detectors may
suffer from a high rate of false positives. Additional research
is required to identify detectors that incur fewer false positives.

These constitute an important step towards understanding
system resiliency from an application point-of-view. Research
on future systems is leaning towards breaching traditional
boundaries between hardware and software and incorporating
application properties to improve the quality of the underlying
hardware. An understanding of the relationship between ap-

plication properties and resiliency will therefore be invaluable.
This paper attempts to provide one such classification through
its data-only values categorization and its associated analyses.

This work opens up several avenues for future work. First,
the data-only values analysis presented in this paper only
tracks the dependences of a given value for a fixed duration (of
10M instructions) due to infrastructure limitations. Tracking
the dependences all the way to the application output would
make the analysis more thorough and give deeper insight
into application behavior. Second, the analysis of data-only
values presented here need to be expanded to other classes
of workloads such as media, client-server, etc. Finally, while
the fanout metric showed much promise in identifying critical
data-only values, the detectors need to be carefully designed
to contain their false positives rate. Additional work to devise
detectors that incur lower false positive rates is required.
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