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Abstract—Failures from unreliable hardware are posing a the lower levels are safely ignored, some faults escape de-
serious threat to system reliability. Symptom detectors tht tection and affect application outputs, resulting in SDCs.
monitor anomalous software execution to detect such fail@s Thase detectors ride the trade-off curve between overh@ads
are emerging as a viable low-cost detection scheme for futar . - .
systems. Since these detectors do not provide perfect rasiicy performance, area, power) a”d_f_es"'ency, aiming to previd
guarantees, they strive towards reducing instances when dits ~acceptably low SDC rates at minimal overheads. The SWAT
escape detection and affect application output; such faudt are system represents the state-of-the-art in symptom detecti
commonly referred to as Silent Data Corruptions (SDCs). Pre  and has demonstrated that simple low-cost detectors rgsult
vious work on symptom detection has demonstrated low SDC low SDC rates of under 0.5% for permanent and transient

rates through empirical fault injection experiments. . . .
This paper, for the first time, presents an intuitive reasonng hardware faults in all hardware units studied, except thta-da

behind why symptom detectors achieve such low SDC rates. The centric FPU, with a variety of single-threaded and multi-
key insight is that faults that propagate to control operatons threaded workloads on multicore systems [6], [7], [8], [13]
and/or memory addresses are easier to detect than those that Despite the promise of low SDC rates at low overheads,
?k‘:f:‘;t p%‘zt%&r‘fa ;"rgsp‘]f;‘";‘l“mg- tx\ilse ng‘t‘éwotrhatn::ifn thg”m5%m°f the evidence for the success of such symptom detectors
| | valu s .. . .
deteth)ign effective. Further, we demonsgatg that faglts):i gﬁch has been largely empirical. An analytical under_standlng O]_c
values yield high SDC rates, warranting special attentionFinally, ~these hard-to-detect SDCs has not been built this far and is
we explore prior techniques to identify critical data-only values important for symptom detection for the following reasons.
that may lead to SDCs and find that while they show large First, the SDC rates, although low, may not be low enough for
promise to identify the critical values, the detectors plaed at  certajn application classes such as mission critical systand
:Egslelsoecgt(;zglﬁ/ense?gt;g fﬁdgffggg_ designed in order to kpe financial applications. Understanding these SDCs may yield
better detectors and lower the SDC rates even further. $kecon
there has been much work on devising low-cost software-leve
l. INTRODUCTION detectors to detect hardware faults in software for appboca
that warrant lower SDC rates [13]. Understanding these-hard
Failures from unreliable hardware are posing a seriousithrgo-detect faults may help to identify the vulnerable parts o
to system reliability in the late CMOS era [2]. The reasonge software that need may be protected through such mecha-
for such failures include, but are not limited to, manufacisms. Third, the statistical fault injectors used to ea#the
turing defects, earIy—Iife failures, and in-field failured/ith detectors can be gu|ded to inject these hard-to-detectsfaul
such failures threatening future commaodity systems, ti@whl gnd stress-test the detectors.
solutions that employ heavy redundancy are too expensiveThere are two axes along which the characteristics of these
warranting alternate solutions. SDCs need to be studied — an application-centric axes and a
Symptom detection is emerging as a promising low-coRardware-centric axes. An application-centric charazasion
alternative to such traditional solutions [3], [6], [8], 11 [13], would help identify application values in which faults may
[15]. These detectors allow the hardware fault propagate tie harder to detect, enabling application hardening agains
the software and employ low-cost techniques that monitaardware faults. A hardware-centric characterization ou
symptoms of anomalous software behavior for fault detectiohelp in identifying those hardware structures in which faul
Symptom detectors do not, however, guarantee perfeatly be harder to detect and can be used to choose which
detection of all hardware faults. While faults masked biardware structures to protect with mechanisms like ECC.
This paper takes an application-centric view towards these
The authors acknowledge the support of the Gigascale SgsResearch n5rd-to-detect SDCs and studies how faults propagate ghrou
Center, one of six research centers funded under the FocuterCResearch - . R
Program (FCRP), a Semiconductor Research Corporatioty.effitiis work the application (the hardware-centric evaluation is lefiture
also supported in part by the the National Science Fourdatiwler Grants work). It answers the following questions about symptom
NSF CCF 0541383, CNS 0720743, and CCF 0811693, and an OpBGPAjetectors — Why are symptom detectors, like SWAT, effec-
Center of Excellence at lllinois supported by Sun Microsyss. Pradeep tive in detecting hardware faults? Where do they fall short?
Ramachandran was supported by an Intel PhD fellowship and@&hPhD
scholarship. What values should we target for future detectors? The key



insight used is that symptom detectors, like SWAT, rely ohow hardware faults lead to application crashes [9], [10],
some form of deviation in control flow or memory addressq42] and derived hardware-level detectors [9] and appbeat

for successful detection. Faults in values that do not affdevel detectors [10], [12] from such models. The appliaatio
such operations, classified dsta-only valuesare therefore level detectors were chosen based on metrics such as fanout,
vulnerable under symptom detection. In this paper, we foclifetime, etc. that signify the criticality of the value taqp-

on these values and show that: agate the fault. By selectively protecting these varigbles

1) Only a small number of application values 6%) fall they demonstrated that the _detection Iafcency and SDCs may
under the data-only value category, explaining the loke reduced. The PVF metric also studied fault propagation
SDC rates from symptom detectors used in SWAT. through a program to remove the microarchitecture-depende

2) Faults in data-only values are harder to detect thangaufomponents from AVF [14]. The PVF metric predicts when a
in random values, as a higher fraction result in SDCs dult may be masked by the program but does not distinguish
are unrecoverable as they are detected at long latencf@s!lts that are detected from those that are SDCs.

For transient faults injected into the SPEC workloads, Although the focus of this work is to also study program
we find that approximately 4% of the faults are hard-td2roperties by understanding how faults propagate through a
detect when the injected values are chosen at randodgplication, it differs from the above works its goal is tavee
while when the values are picked from those that af@DCs from symptom detectors; the focus of much of the
known to be data-only, 13% of the faults are hard-tdrior work was on fault detection or to identify masked fault

detect. Data-only values thus need additional detectibiirther, the techniques presented in this work are evaluate
mechanisms to identify such hard-to-detect faults. with real-world workloads that contain millions of valuesda

3) Previous metrics to identify vulnerable application-valexecute for billions of instructions (as opposed to priorrkvo
ues, when app“ed to data_on|y values are Successmﬂt was Iargely evaluated on small benchmarks that had 100s
in identifying the critical values. We demonstrate tha@f variables and ran for under million instructions), makin
the fanout metric developed in previous work [10] helpde results more realistic.
select locations for fault detectors that cover nearly all
the critical data-only values that cause hard-to-detect [1l. APPLICATION-CENTRICVIEW OF SDCs

faults. The detectors themselves, however, need to besymptom detectors have so far demonstrated that they are
carefully designed as they may incur a high rate of falggghly effective in detecting hardware faults. In partaylthe
positives if they do not consider dynamic values.  SpC rates demonstrated by the state-of-the-art SWAT detec-
Thus, this paper, for the first time, provides an explanatidors have been an impressive 0.5% of injected permanent
for why symptom detection strategies such as SWAT work and transient hardware faults in all hardware units studied
well as they do (relatively rare occurrence of data-onlyes) except the data-centric FPU. This low SDC rate is despite
and shows that there is a certain class of values that nehd detectors monitoring high level symptoms of software
additional focus to improve the SDC rates (data-only vgluesmisbehavior.

Il. RELATED WORK A. The Data-only Values Classification

Symptom detectors have received much attention of lateOne intuition behind such low SDC rates is that symptom
to handle software bugs [4], transient hardware faults ,[11detectors detect faults in a majority of the values thatcaffe
[10], [15], and permanent hardware faults [3], [6], [8], [13 control instructions and memory addresses. However, those
In this paper, we regard SWAT as exemplifying this approaclalues that affect pure data-only computations (hendefort
and use its detectors, fatal traps, hangs, applicationtsboreferred to as alata-only valuesmay not result in software-
kernel panics, high OS, and address-out-of-bounds, fdt fauisible symptoms and hence are harder to detect. The iISWAT
detection [8]. The iISWAT framework supplemented theseamework showed that software-level detectors which de-
detectors with compiler-derived software-level detestdo tected a subset of these values reduced the SDC rates by up
lower the SDC rate by detecting faults in data values [13)o 74%. In this section, we build an intuition behind why such
We do not use these software-level detectors here dueditectors are effective by understanding how faults prafeag
limitations in our infrastructure to instrument the applion through the application.
with such invariants. Additionally, the work presented éner Figure 1 shows the fraction of data-only values in all
provides insights into the types of values need addition@/C++ Integer and floating point workloads of the SPEC
protection. These insights may be used to guide where su€iPU 2000 benchmark suite. The data is collected from these
and other, software-level detectors may be placed in omlerdpplications running inside an unmodified OpenSolaris OS
make them most effective. within the Simics full-system simulation environment. We

There is a growing interest in modeling how hardware faultsse the GEMS timing models to model an UltraSPARC-
propagate through the application for such symptom detdd-like processor with a full memory hierarchy (64KB IL1,
tors [1], [9], [10], [12], [14]. Benso et al developed a sofie- 64KB DL1, and 2MB L2). For each workload, we pick 4
level analytical model to predict which application vatie random phases (each 11 million instructions long) durirgy th
are critical for SDCs and demonstrated its accuracy witipplication execution and track how data values produced in
small benchmarks [1]. Other work developed models to depitte first million instructions in each phase are used in the ne



30% - exhibit such abnormal traits.

Ref Input These results show that faults in a large fraction of the
25% 1 W Test Input values will eventually affect control decisions and/or nogyn
addresses. Such propagations may result in softwareleisib
symptoms such as branching off to a wrong location or indef-
initely looping because of a fault in the control instructir
out-of-bounds accesses and protection violations frontsfau
in memory addresses. Since symptom detectors, like SWAT,
monitor the software for such behaviors, they detect a large
fraction of the hardware faults.
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B. Detecting Faults in Data-only Values
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a © g > o= visible symptoms, they are expected to be harder to detect
o

than faults in randomly chosen values. Figure 2 compares
Fig. 1. Data only values in SPEC. The small number of datg-emlues the outcomes of injecting transient faults into (a) random
demO“S“atleS that fatllt'ltr? 'fl‘n”:j%sté‘cl?;%?; Erﬁfigﬁfg tg frﬁ'@moiﬂfé’;di"ﬂ% application values and (b) data-only application valugsaib
mggo(zlt\;\?;rﬁjvr:;ues nqlaking them mo?/e \F/)ulneréble thagdmtworkloads. 16 C/C++ SPEC workloads with the test input. Each workload

is simulated within the afore-mentioned simulation setug a
10 million instructions by building the Dynamic Data Flowtransient fault is injected (one per run) into a random bitie
Graph (DDFG) of the program. If a value does not affeciestination register of instructions chosen in the firstionil
control instructions or memory addresses in this 10 milliojstructions of each phase. In Figure 2(a), the instruction
instruction window, it is classified as @ata-only value We inject the fault is chosen at random while for Figure 2(bjy/fia
do not track the values all the way until application outpsit aare injected into those instructions that produce the datg-
the DDFG grows to unmanageable sizes for longer simulatiQllues shown in Figure 1. For each workload, we inject 4000
periods; our results are therefore conservative as the fsetfgults in random instructions and up to 4000 faults in data-
values we classify as data-only is a super set of the true dagaly values. (Some applications have less than 4000 ddga-on
only values: The figure aggregates the number of data-onbalues in our measured window; for these applications, we
values across the four phases for each workload. The fractigject one fault in each instruction that produces a daig-on
of values that are data-only are shown for ttef andt est  value.)
inputs in order to guage the effect of input size on the numberpnce a fault is injected, the system is simulated until eithe
of the data-only values. the fault is detected with the SWAT symptom detectors [8] or

From this figure we see that the fraction of values that aigtil the application completes and produces outputs. tfaul

data-only is fairly low. Nearly all the workloads have5% of  detected by SWAT in under 100K instructions are classified
values as data-only for both sets of inputs, with the worttoa zs Detected-Shoytand those detected at longer intervals as
that have FP computationedn equakeammp mesa having Detected-LongUndetected faults that do not affect the output
more data-only values than the integer workloads. The thrgethe application are classified &asked and those that do
outliers from this observation are the FP workloat$ for  affect the output aSDCs
both sets of inputsequakefor ther ef input, andammpfor  Faults that result in long-latency detections and SDCs
thet est input. art has no data-only values in the measuregre hard-to-detect and require additional support to enabl
intervals as it takes several control decisions based ofirftpa symptom detection and recovery. The results in Figure 2
point values, unlike other FP workloads. (This workloa@sdri demonstrate that faults in data-only values tend to produce
to recognize known objects in a given image, resulting if higher rate of hard-to-detect faults than faults in random
elaborate FP-value dependent control-flow.) On the flig:sidyalues. On an average, 4.5% of the faults in random values,
the fraction of data-only application values is 20% for shown in Figure 2(a), fall under the Detected-Long and SDC
equakewith the r ef input set (with 21% data-only values),categorie€ On the other hand, a higher 13.4% of the faults
and ammp with the test input set (with 26% data-only jn data-only values, shown in Figure 2(b), are hard-to-ctete
values). In our chosen phases, these configurations exhigié also see a similar trends for faults in nearly all the work-
half an order of magnitude or more floating point operationgads shown. Faults in data-only values may cause detectabl
than the other benchmarks, resulting in many more da&mptoms when the values affect control instructions and/o
onIy values. We believe that these outliers are artifacts ﬁ'femory operations_ Since our infrastructure does not tiaek
the inability of our simulation infrastructure to track dat propagation until application output, as previously disad,

only values for the entire application, and are not fundaalenit categorizes some of these faults as data-only. Nevesbel
to these workloads; other randomly chosen phases may not

2Note that the fault model for random faults injected hereifeént from

INevertheless, we found that when this window of propagatims those used in the previous SWAT papers, which injected izahdaults at

increased to 20 million instructions, the fraction of datdy values reduced the microarchitecture-level [8]. This makes our resulgn#icantly different
by less than 2% for most applications. from previous results.



100% = flow properties in an attempt to predict which faults are more

g 80% likely to cause hard-to-detect faults than others. In patdir,
S we explore the previously proposed metric of fanout of a
£ 60% value [10] to determine its criticality to faults. The fartou
-§ of a value is defined as the number of dynamic instructions
S 40% dependent on the static instruction that produces thiseyalu
£ 209 .e. uses the valge as a source. Since a value with a h_|gh
2 fanout will result in propagating the fault to more values, i
E 0% A——h L UL L L L is classified as being more critical to protect than one with a
gogNE g2 cQx x50t 8D low fanout.
LEY: Eg g a';" 8 g;_ % g g E ° é < Figure 3 shows the effect of deploying oracular predictérs a
. g> oF the data-only values with the top 100 fanout counts in which
#SDC WDetectad-Long M Detected-Short OMasked faults are hard-to-detect (faults in values that resultedhe
(a) Faults in Random Values Detected-Longand SDC categories in Figure 2(b)). For each
100% ] = =TT u data-only value, the fanout is computed by aggregating (set
80 III !I I - union) all dynamic instructions that use as source a daka-on
0

dynamic instance of the corresponding static instructicior

6% 4 HUHHHHHHHHHEHHELHT each workload, Figure 3(a) shows the fraction of hard-tecte
faults identified by the 100 detectors. Since these detector
may also detect some faults that are masked by the applicatio
we also measure their false positives rate as the fraction of
2% 00nnnnnannnnnrtnt detected faults that are masked. Figure 3(b) shows the false
positive rate of the detectors for each workload.

Faults in Data-only Values
3
2
T
I

g .g.."_-, ‘;.1'% ;lé € %E. 5' ag' E:Fv. s o Focusing on Figure 3(a), we see that 100 oracular detectors
o5 E NEEEeO535>3¢ 2% placed based on the fanout metric cover all the hard-toetlete
a® Ej_:_ > g° faults in the data-only values for all applications mrhimp

BSDC ODetected-Long BDetected-Short UMasked Since ammp has the many values that are data-only, 100
detectors do not suffice to detect all the hard-to-detedtsfau
this application requires approximately 500 detectorsetect

Fig. 2. Outcome of faults injected into (a) randomly chosepliaation gl its hard-to-detect faults. The bars fart and mesahave
values, and (b) data-only application values. 0% fanout coverage aart has no data-only values, and all
faults injected intanesaare masked by the application. Thus,
consistent with prior results, the fanout metric is effeetin

(b) Faults in Data-only Values

all the faults detected in data-only values are detectedrag |

Iatenm_es, they are arguably as critical to protect as tlloae identifying critical data-only values.
result in SDCs.

: . . . Figure 3(b) shows however that the exact detectors placed
Figure 2 shows a couple of other interesting trends in fault . : -
. . . need to be carefully designed in order to contain instan€es o
masking and fault detection. First, we see that more faults

data-only values are masked than the faults in random valuﬁﬁa:sl,se positives. As seen in the figure, the oracular detsctor
i L t we use, which identifyany changes in data values at
on the average, 85% of the faults in Figure 2(b) are mask hany 9

. - se locations, result in a high false positives rate ofrove
while only 66% of the faults in Figure 2(a) are masked. Faul%% for several application, and over 38% for all but 2 ap-
in random values show lower masking rates as the valu '

eIiscations Previous work, however, demonstrated mucletow
affected by the fault may be used for a variety of operatio y ' :

. i . i Slse positive rates of under 4% [10] owing to the ability of
including control-flow and memory addressing. Faults 'mdatthew detectors to track dynamic data values.

only values, on the other hand, are used purely for data-flow. .

. . These results demonstrate that although fanout is a useful

and have a higher chance to be logically masked. Second, we, . . ; i :

. meétric to identify critical values which may cause hard-to-

see that over 86% of the unmasked faults in random valug

S )
are detected in under 100K instructions by the SWAT detectore'[ect _faullts, selecting detectors.purely basfefd on fanayt m
_lresult in high rates of false positives. Additional work ttha

(Detected-Shorin Figure 2(a)), demonstrating that the SWA .
detectors are highly effective in detecting faults in ranmdoseleCtS. the most effective form of such (_detec_tors to_track
dynamic data values at the selected locations is required to

application values. . I%wer these false positive rates further. There has beerhmuc
These results show that faults in data-only values are hard-" .~ ; . .
work in this realm to identify faults by observing perturigais

to-detect with ¢X|s_t|ng symptom detgctors. Additional o in data values [5], [11], [13], which may be leveraged foisthi
from the application may be required to enable sympt0||5nurpose

detection for faults in such values.

SPrevious work aggregated fanout statistics acalbinstances of a static

C. Identifying Critical Data-only Values instruction with the assumption that multiple dynamic amstes may share
. . identical behavior in the presence of faults. We have fourmayever, that
Since faults in data'only values are hard to detect, ths need not be the case and hence aggregate our statisticoo those

demonstrated in the previous section, we analyze their dait&tances that produce data-only values.
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(b) False Positives Rate

Fig. 3. Identifying critical data-only values with the faxtanetric. While the

fanout metric identifies most values that may result in hardetect faults,

it also results in a high rate of false positives.

IV. CONCLUSIONS ANDFUTURE WORK

plication properties and resiliency will therefore be ilmable.
This paper attempts to provide one such classification tirou
its data-only values categorization and its associatetysem
This work opens up several avenues for future work. First,
the data-only values analysis presented in this paper only
tracks the dependences of a given value for a fixed duration (o
10M instructions) due to infrastructure limitations. Tkatg
the dependences all the way to the application output would
make the analysis more thorough and give deeper insight
into application behavior. Second, the analysis of dafg-on
values presented here need to be expanded to other classes
of workloads such as media, client-server, etc. Finallyilavh
the fanout metric showed much promise in identifying catic
data-only values, the detectors need to be carefully dedign
to contain their false positives rate. Additional work tovide
detectors that incur lower false positive rates is required
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